Virtual Jail For Infected Machines 

Go directly to Jail. Do not pass go. Do not collect $200. That is, your computer will go to jail if you are among the thousand or so network users who have not yet removed worms and viruses from your computer. ISS has established a virtual jail that will house any still-infected network connections until they are cleaned. 

Any users in this “jail” will be unable to access the Internet, mail or anything other than a webpage indicating that their computer is infected with a worm.  The jail web page provides instructions for cleaning the infection and the procedure for configuring machines to install new security patches automatically. While there are only one thousand or so of these infected machines left on campus, the traffic generated by these worms is slowing down network connections and preventing access to some systems.

To avoid being plucked off the GW network, take one simple step:

Run the Welchia removal tool found on GW’s Virtual Help Desk, http://helpdesk.gwu.edu.  

Once you have cleaned your computer and removed the worm, call the ISS Help Desk at (202) 994-5530, choose Option 2 and report your now clean computer in order to prevent being sent to the virtual jail.  Follow instructions provided by the Help Desk to configure your Windows machines for automatic updates and security patches.  

