Security

As you settle into campus life, unpack your stuff, and set up your computer, you should think a little about security for your computer.  The most common mistake people make when thinking about computer security is “…I don’t really need to worry about that.  Who would want to hack my computer, anyway? And besides, I don’t keep anything important on there.”  Computer security is a huge concern at universities.  Poor computer security practices can result in stolen passwords and credit card numbers and even identity theft.  Fortunately, information security is a lot like a seatbelts; there are ways we can protect ourselves, if we’ll just use them.

The truth is, there are a lot of people out there who might want to break into your system.  Even if you don’t store any important files on your computer, you probably log on to secure sites, or use your credit card to make purchases online. Once your computer is compromised, hackers can install programs that log your every keystroke, which can uncover passwords, addresses and credit card numbers. Even if you don’t do anything important on the Internet, malicious hackers can still try to take over your computer, to use it to attack other computers later on.  

Protect yourself and take the following steps to Internet Security:

Anti-Virus Software

The first easy step to securing your computer is running an anti-virus program.  If you don’t have one, go to http://helpdesk.gwu.edu/ and download and install Symantec Anti-virus. Symantec updates itself and will constantly scan your machine for viruses. 

Automatic Updates

If you use Windows, you should run automatic updating. The more recent versions of Windows, like ME or XP, feature a small globe in the lower right corner of the screen that indicates when updates are available.  Just click on it to install the updates. Installing updates will eliminate holes in your computer security that hackers can try to use to take over your computer.  If you run an older version of Windows without the globe icon, you can install updates by going to  http://windowsupdate.microsoft.com/ and following the simple instructions provided.  

For Mac users running OS X, open up System Preferences, and click on Software Update.  Then, click the “Check Now” button for a current list of updates. 

File Sharing

File Sharing is not only illegal, it is a security risk. Files sharing programs such as Morpheus and KaZaA enable hackers to install Spyware that runs undetected in the background of your computer.  These Spyware programs can silently monitor everything you do.  File sharing programs open up your computer to many dangers, and should be disabled and removed from your PC. 

Secure Passwords 

Protect yourself by choosing passwords that are unique and difficult to figure out. Don’t use any words that can be found in a dictionary.  Instead, use misspelled words, a mixture of letters and numbers or even a few non-alphanumeric characters, like # or $. Visit the Information Security web site (infosec.gwu.edu) to check the security of a sample password.

These are just a few quick things you can do to make your computer more secure.  So protect your information, and have a good school year!

