TCNJ Information Security Awareness Program

Topics

1) Viruses/Worms

a) What’s the difference
i) Viruses are computer programs that are designed to spread themselves from one file to another on a single computer. A virus might rapidly infect every application file on an individual computer, or slowly infect the documents on that computer, but it does not intentionally try to spread itself from that computer to other computers. In most cases, that's where humans come in. We send e-mail document attachments, trade programs on diskettes, or copy files to file servers. When the next unsuspecting user receives the infected file or disk, they spread the virus to their computer, and so on. Worms, on the other hand, are insidious because they rely less (or not at all) upon human behavior in order to spread themselves from one computer to others. The computer worm is a program that is designed to copy itself from one computer to another over a network (e.g. by using e-mail). The worm spreads itself to many computers over a network, and doesn't wait for a human being to help. This means that computer worms spread much more rapidly than computer viruses. (from Symantec: http://securityresponse.symantec.com/avcenter/venc/data/wormvsvirus.html)

b) How to avoid Viruses and Worms

i) Students can download College owned ant-virus from the ResNet web site: https://dadt.tcnj.edu:81/resnet/ College owned machines have anti-virus software installed and updated automatically.

ii) Avoid attachments

(1) Link to attachments section
iii) Avoid P2P

(1) Link to P2P section

iv) Don’t click links in e-mail unless you are absolutely sure you know the sender and recognize the URL. See phishing section.

v) Don’t accept links from unknown IM users

(1) Phishers also use IM to steal your identity with the same technique.

vi) Don’t accept images/files from IM
(1) News alerts about Osama being captured or the latest “smash Osama” game are often Malware – computer code that can be used to steal your identity or take control of your machine.
vii) Do not open an attachment unless you trust the source. 

(1) Do you know the person who is sending you this file? E-mail addresses can be “spoofed” – the “from” address can be faked.

(2) Does it make sense that they are sending it to you?

(3)  Microsoft NEVER sends operating system patches as e-mail attachments. They will ask you to visit the Microsoft Web site to download any software.

(4)  If you’re not sure, ask the sender to resend the attachment to verify that they actually sent it to you.

(5) Do not enter personal information into any web site form unless you are certain:

(a) That the web site is authentic – clicking on a  link in an e-mail can send you to any web site, make sure you are in the right place.

(b) That the web site is secure – the lock icon in the bottom right corner of your browser will display as closed and highlighted.
c) What to do if infected

i) Contact the HelpDesk – helpdesk@tcnj.edu or ext 2660

2) Passwords

a) Good ones

i) http://www.tcnj.edu/~it/security/passwords.html
ii) Summary: 8 characters or more, not a word, mixed case, mixed characters. Do not use your name or the name of a family member, your pets name, your favorite past time or sports team. These are easily guessed!
b) Sharing

i) Never Share your password!

c) Saving

i) Never save your password on your local machine. Anyone who sits down at your computer will be able to access your personal information. If your browser asks you whether you want to save a password, say No!

d) Changing

i) Change passwords on a regular basis depending on the information you are trying to protect. Sensitive information = 3-6 months. Less sensitive but important information – 6 – 12 months.

3) Web Surfing

a) Credit Cards

i) Never put your credit card info into a site you receive via e-mail. The address can be spoofed or redirected, and you can give away your credit card without knowing it. Type in the address of the site you would like to visit yourself to ensure you are going to the correct place.

ii) Always check for a security icon on your browser. This is usually in the form of a “lock” icon to show that the site is appropriately secured. If you don’t see this icon, don’t put your credit card information in.

iii) Only go to “reputable” sites. A good guideline is if the store has a physical counterpart – Barnes and Noble or Amazon, for example, and you typed in the address yourself, it is probably a legitimate site. If you find “Bob’s Books” from a Google search you should be cautious about entering your credit card information.

b) Phishing

i) “Phishing is a scam where the perpetrator sends out legitimate-looking e-mails appearing to come from some of the Web's biggest sites, including eBay, PayPal, MSN, Yahoo, BestBuy, and America Online, in an effort to phish (prounounced "fish") for personal and financial information from the recipient.” From http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci916037,00.html.   
Examples would be a message from your bank that asks you to update your account information. You click on the link, the legitimate bank site opens, then a page opens up on top asking you for your account info. This info page DOES NOT belong to the legitimate site. If you fill out your personal information and submit it, the info will go to the “phisher” to be sold or used to steal your identity.

c) “Save my Password”

i) Web sites or browsers often ask you to save your password. This will make it so that anyone who has access to your browser has access to all of your personal information. And, if you become infected with certain viruses, your passwords will be published to the author of that virus.

d) Spyware

i) Downloaded automatically from many sites. Some spyware is disruptive – logs keystrokes to collect passwords etc, some used for ad purposes. Use Ad-Aware http://www.lavasoftusa.com/software/adaware/ or Spybot Search and Destroy http://www.safer-networking.org/en/index.html 
e) Logout

i) If you don’t log out of an application, especially a web based application, the next user may be able to hit back on the browser and access your personal information. Always LOG OUT and then close the browser when you have finished your session.

4) E-mail

a) Attachments
i) Do not open an attachment unless you trust the source. 
ii) Do you know the person who is sending you this file? E-mail addresses can be “spoofed” – the “from” address can be faked. 
iii) Does it make sense that they are sending it to you? 
iv) Microsoft NEVER sends operating system patches as e-mail attachments. They will ask you to visit the Microsoft Web site to download any software. 
v) If you’re not sure, ask the sender to resend the attachment to verify that they actually sent it to you.
b) Filters

i) How to set up filters via mail manager (http://managemail.tcnj.edu/documents/Filters_and_Vacation_Feature.pdf ) and using thunderbird. http://www.tcnj.edu/~helpdesk/junk.html 

c) Email is not Secure!

i) E-mail is not secure. Think of it as sending a postcard written in pencil. As the card is delivered it makes numerous stops and can be altered or read by various people. Personal information should never be sent via e-mail – ssn, credit card, name phone address and date of birth in combination. Don’t send anything you wouldn’t want on a billboard.

d) Know the source

i) Does the address make sense? If not, don’t open it. Once the message is open does the content match the sender? If not, send it back and ask for clarification. Did you expect the e-mail? If not, send it back and ask for clarification. Addresses can be easily “spoofed” – change to seem like the mail was sent from someone else. A good rule is to be suspicious of every e-mail that you haven’t asked someone to send.

5) Copyright

a) Academic Concerns (scanning materials, using them in class)

i) Setting up a site with links and descriptions of how to handle this.

b) Music and Images – what is copyrighted? What can I do with it?

i) Everything you didn’t create is copyrighted by someone else. Unless it is explicitly stated that you may re-use the material, it is protected by copyright law and may not be reproduced, saved, posted on your web site, copied to your hard drive etc. See “fair use” for exceptions to this rule.

6) P2P

a) Is it ever legal?

i) Yes – if you write an article that you want to send to share with your friend. If you use it to share music, images, movies or anything else that you have purchased or downloaded from someone else it is illegal.

b) What are the risks/consequences? – if your caught – up to $100,000 in fines PER Copyright violation. Students have been fined $12,000 and $17,000

c) Other bad stuff that can happen via P2P

i) Viruses/untrusted access – one of the latest trends in virus and worm propagation is to spread via P2P networks. You can download a file that you think is something else, open it and your infected. Simply being connected to a P2P network can allow worms to spread without any action on your part.

7) Operating System Updates

a) What’s the benefit?

i) OS updates “harden” your system – they make it less likely worms and viruses will be able to exploit weaknesses. Once a vulnerability is announced, viruses for that particular vulnerability can be announced within days, so set your system to update automatically.

b) What’s the risk? Could break other things – Microsoft releases updates that build on one another, so keep up! Definitely update before you take your machine off campus. TCNJ does everything we can to block these worms/viruses at the gateway. Once you’re off campus you are exposed to the world!

c) How often? Auto update daily.

8) Firewall

a) What is it?
i) A personal firewall (sometimes called a desktop firewall) is a software application used to protect a single Internet-connected computer from intruders. Often compared to anti-virus applications, personal firewalls work in the background at the device (link layer) level to protect the integrity of the system from malicious computer code by controlling Internet connections to and from a user's computer, filtering inbound and outbound traffic, and alerting the user to attempted intrusions.
b) How to get one: Windows XP has a built in firewall, all other OS’s need a third party software application from one of the major vendors (such as McAfee, Norton) see http://www.microsoft.com/security/articles/fwchoose.asp for more information.
c) How to set it up onWindows XP:
http://www.microsoft.com/security/articles/use_icf.asp 
9) Antivirus

a) Why Anti-virus? Anti-virus protects your system from malicious code that is embedded in an attachment you download from e-mail, from a web site you visit, or sent directly to you through the network without your taking any action besides turning on your computer. Anti-virus matches file types to known definitions for viruses, and either doesn’t allow the file to be installed, sends it to a quarantine area or deletes it. This helps keep your personal information safe from hackers, keeps your machine from being turned into a “zombie”, 

b) How to get it – ResNet application allows for a free download https://dadt.tcnj.edu:81/resnet/ 

c) How to update definitions – the free download provided by TCNJ is configured to automatically look for updates on TCNJ’s server.

d) How often? Daily

10) Lock Screen Saver 

a) Set up a screen saver that locks when you step away from your desk. (http://www.tcnj.edu/~helpdesk/FAQ/screensaverpassword.htm ) Set it to 15 minutes and to require a password to activate. Lock your computer whenever you leave by hitting cntrl alt delete and choosing “lock workstation”

