UA POLICIES

Official Student E-Mail Policy http://www.registrar.arizona.edu/emailpolicy.htm
Employee Access to Institutional Data http://w3fp.arizona.edu/dataadmn/access.htm
Computer and Network Usage Policy http://computing.arizona.edu/accounts/policyua.htm
CCIT Access Policy http://computing.arizona.edu/accounts/onlinepolicy.html
Electronic Mail Policy http://w3.arizona.edu/~records/efinal.htm
University Use of SSN’s http://w3.arizona.edu/~policy/ssn.shtml
Public Records Policy http://daps.arizona.edu/daps/pubrec/policy.html
For a complete list go to: http://security.arizona.edu/guidelinesetc.html
HELPFUL UA RESOURCES 

Security Incident Response Team

https://www.sirt.arizona.edu/
SIRT Discussion Listserv (open to anyone)

http://www.telcom/mailman/listinfo/sirt-discuss
UA Site Licensed Security Resources:

Sophos Anti-Virus Software 

https://sitelicense.arizona.edu/sophos/sophos.html
SANS Security Guides

https://sitelicense.arizona.edu/sans/sans.html
Business Continuity and Information Security Office

http://security.arizona.edu
USEFUL SECURITY WEBSITES
The following web pages provide detail on the latest computer viruses and information security issues

Carnegie Mellon's Computer Security Center - CERT 

http://www.cert.org/other_sources/viruses.html
F-Secure Security Information Center

http://www.fsecure.com
National Infrastructure Protection Center

http://www.NIPC.gov
SANS Emergency Incident Handler

http://www.Incidents.org/
Sophos Latest Virus News

http://www.sophos.com/
Privacy and Security Fundamentals (by Microsoft)

http://www.microsoft.com/privacy/safeinternet/
All comments, suggestions or questions should be sent to Business Continuity and Information Security 

bcis@u.arizona.edu
Phone (520) 621-4482 

Fax (520) 626-8346

http://security.arizona.edu
SECURITY BASICS:
Guide for Securing Your Personal Computer 
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INFORMATION FOR 

FACULTY AND STAFF

Keeping its computers and networks safe from attack is serious business at the UA.  Now there is a team of specialists ready to help departments prevent attacks and to assist in system recovery when they do occur. 

The Security Incident Response Team (SIRT) opened for business in the summer of 2000.  This team’s charge is to raise security awareness on campus and to assist departments with security-related issues.  

Like every computer-intense facility connected to the Internet, the UA is “actively and continuously being scanned from all over the world” by hackers looking for computers that are vulnerable to intrusion by outsiders.  Once inside a system, the hackers can damage data, seize control of the system, use it to launch viruses, or behave badly in other ways.

The Security Incident Response Team will respond to the customer’s location if an incursion occurs, diagnose the problem, recommend patches, and help look for any damage that might have been done.

If you’d rather prepare than repair, the team offers UA departments a number of security-enhancing services, including: 

· Performing vulnerability testing and network scanning
Using the same software tools hackers use, the team can try to break into your system — without causing any damage, of course.  

· Providing security consulting and firewall analysis
A firewall is a specialized computer used to connect a local network to the Internet and guard against malicious traffic. Do you need a firewall, or will software-based security be sufficient in your setting?  This team can help you decide.

Additionally, SIRT members regularly contribute to a listserv discussion group for campus network managers.

You can contact the SIRT team by sending e-mail to sirt@arizona.edu or by calling 626-0100.

INFORMATION EVERYONE SHOULD KNOW ABOUT SECURITY

Anyone who is connected to the internet should know about security.  Take time to educate yourself on the issues.  Vigilance is the best defense against system vulnerabilities.  

HOW TO Protect against viruses

· Install Anti Virus Software and keep it up to date.  If you do not currently have Anti-Virus UA provides Sophos Anti Virus free of charge to all students.  Using the remote update version of this will ensure that it is kept up to date.  Sophos Remote Update is available at sitelicense.arizona.edu/sophos/rupdate/ 
· Keep your operating system up to date.  The best way to do this if you are using Windows is to turn on auto update.  Instructions on how to do this can be found under step 2 “Get Computer Updates” on the following page. www.microsoft.com/athome/security/protect/  
· Use care when opening e-mail attachments

Currently the most common way to spread a virus is through email attachments.  When you receive an email with an attachment:

· Do not open any attachment you were not expecting.  Even if the email “appears” to have come from someone you know.  

· The best thing to do is delete these messages.  If it does appear to come from someone you know, you should contact that person by calling or sending an email (compose a new email, do not reply to the email in question) to confirm that they really did indeed send you an attachment and it is not a virus. 

· More information is available at
http://www.f-secure.com/virus-info/tips.shtml
MINIMIZE unauthorized access To YOUR ACCOUNTS OR COMPUTER

· Never share your login ids and/or passwords

Remember you are responsible for any activities associated with your login and password.

· Use strong passwords

1) Be creative

· Do not use simple, obvious or predictable passwords such as names or nicknames of people, pets, places, or personal information that can be easily found out, such as your address, birthday or hobbies. 

· Do not use any word found in any dictionary

· Use 6 to 16 characters – a minimum of 8 is best – that include at least one number and one special character

2) Protect your security codes and passwords

· Do not share your passwords with anyone

· Do not write down your passwords or store them on your computer

3) Always change the password provided by a vendor or other system provider

4) Change your password frequently

· At least once every three to six months

· If you think your password has been compromised, change it immediately

· Don’t reuse your previous passwords

For more advice on creating passwords that are hard to guess but easy to remember go to security.arizona.edu/PasswordConstruction.pdf
· Enable screen saver password protection 

If you’re concerned about others accessing your computer while you are away from your desk, you should enable your password protected screen saver.

· Prevent sharing of hard disk

Believe it or not, your hard disk may very likely be wide open to those who’d like to use it as a server — sharing any files there or placing files on it to be accessible over the Internet.  Windows actually makes it easy to share hard drives and printers over a network, a convenience and efficiency for those who need it. 

To determine if the sharing function in your copy of Windows is disabled go to security.arizona.edu/win-protect.html and follow the instructions for your type of operating system.  

· Restrict physical access to systems that have confidential information if at all possible                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                    

