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Appendix D

Other Resources

Electronic Journals
ClO Magazine, http://www.cio.com/. See especially:
The ABCs of Security, http://www.cio.com/security/edit/security_abc.html
ClO Magazine Executive Summary on Security, http://www.cio.com/summaries/web/
security/index.html
desktoppipeline, http://www.desktoppipeline.com
Information Security Magazine, http://www.infosecuritymag.com/. See especially:
6 Myths About Security Policies, http://www.infosecuritymag.com/2002/oct/
securitypolicies.shtml
5 Myths of Info Security, http://www.infosecuritymag.com/2002/nov/executiveview.shtml

Private and Nonprofit Organization Sites

American Association of University Professors, Academic Freedom and Electronic
Communications, http://www.aaup.org/statements/SpchState/Statelec.htm

American Library Association, Intellectual Freedom Principles for Academic Libraries:
An Interpretation of the Library Bill of Rights, http://www.ala.org/alaorg/oif/
ifprinciplesacademiclibraries.pdf

The CERT Coordination Center (CERT/CC), http://www.cert.org/, located at the Software
Engineering Institute, http://www.sei.cmu.edu/, and operated by Carnegie Mellon
University, http://www.cmu.edu/, offers information about protecting your system
against potential problems, reacting to current problems, and predicting future problems.
Their work involves handling computer security incidents and vulnerabilities, publishing
security alerts, researching long-term changes in networked systems, and developing
information and training to help organizations improve their IT security.

EDUCAUSE/Internet2 Computer and Network Security Task Force, http://www.educause
.edu/security/

2005 Global Information Security Workforce Study, IDC, http://www.securitymanagement
.com/library/globalinformation_itsecurity0206.pdf

Worldwide and U.S. Security Services 2005-2009 Forecast, IDC #33106, March 2005.
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PriceWaterhouseCoopers, http://www.pwcglobal.com/extweb/service.nsf/docid/E71F83414
C2257FF8525691B0048D690
SANS Institute, http://www.sans.org

University Sites

“Computer Security Self-Assessment Checklist,” June 30, 1998, MIT, http://web.mit.edu/
security/www/isosec-assess.html

UCLA Online Institute for Cyberspace Law and Policy, http://www.gseis.ucla.edu/iclp/
hp.html. The Online Institute’s Cyberspace Law Bibliography, updated regularly since
1995, provides an overview of recent books and journal articles in this area and includes
a growing number of links to the works themselves.

Government Sites
United States General Accounting Office (GAO), http://www.gao.gov/. See especially:
Assessing Risks and Returns: A Guide for Evaluating Federal Agencies’ IT Investment
Decision-Making, GAO/AIMD-10.1.13, February 1997.

Executive Guide: Information Security Management: Learning From Leading
Organizations, GAO/AIMD-98-68, May 1998.

Information Security Risk Assessment: Practices of Leading Organizations, GAO/AIMD-
00-33, November 1999.

Federal Information System Control Audit Manual, GAO/AIMD-12.19.6, June 2001, http://
WWW.gao.gov/special.pubs/ai12.19.6.pdf

National Institutes of Health, http://www.alw.nih.gov/Security/security.html. Provides
numerous articles and links about information technology security.

National Institute of Standards and Technology (NIST) security publications are available at
http://csrc.nist.gov/publications/nistpubs/ and http://csrc.nist.gov/publications/index.html.
See especially:

An Introduction to Computer Security: The NIST Handbook, NIST SP 800-12, October
1995, http://csrc.nist.gov/publications/nistpubs/800-12/handbook. pdf

Generally Accepted Principles and Practices for Securing Information Technology Systems,
September 1996, http://csrc.nist.gov/publications/nistpubs/800-14/800-14.pdf

Guide for Developing Security Plans for Information Technology Systems, NIST SP 800-18,
December 1998, http://csrc.nist.gov/publications/nistpubs/800-18/Planguide.pdf

Federal Information Technology Information Technology Security Assessment Framework,
28 November 2000, http://www.cio.gov/Documents/federal % 5Fit%5Fsecurity % 5Fass
essment% 5Fframework %5F 112800 %2Ehtml

Security Self-Assessment Guide for Information Technology Systems, NIST SP 800-26,
November 2001, http://csrc.nist.gov/publications/nistpubs/800-26/sp800-26

Risk Management Guide for Information Technology Systems, NIST SP 800-30, January
2002, http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
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Surveys

Computer Security Institute Annual Computer Crime and Security Survey, http://www.gocsi
.com/press/20020407.html

CSI/FBI Computer Crime and Security Survey, http://www.fbi.gov/page2/july05/
cyber072505.htm

Information Security Magazine 2002 Survey, http://www.infosecuritymag.com/2002/sep/
2002survey.pdf
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