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By Donald Z. Spicer, Peter B. DeBlois,
and the EDUCAUSE Current Issues Committee

This year marks the fifth annual EDUCAUSE Current
Issues Survey. Administered by the EDUCAUSE Current

Issues Committee, whose members review and recom-

mend the set of issues to be presented each year, the survey
identifies the issues that leaders in higher education infor-
mation technology see as their most critical IT challenges.

\ - Donald Z. Spicer is Chair of the 2004 EDUCAUSE Current Issues Committee and CIO for the
. “ \\ \ . University System of Maryland. Peter B. DeBlois is Director of Communication Services for
A h

EDUCAUSE and staff liaison to the Current Issues Committee.
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Three overall findings from this year’s
survey are especially notable:

1. Forthesecond yearinarow, FundingIT
remains the number-one IT-related
issue in terms of its strategic impor-
tance to the institution, its potential to
become even more significant, and its
consumption of IT leaders’ time. And
for the first time, Funding ITappears on
the “expenditure of most institutional
resources” list, most likely indicating
that more human resources are being
spent on this issue. Three years of eco-
nomic downturn, which reduced pri-
vate giving and significantly reduced
state budgets, have resulted in sub-
stantially lowered institutional bud-
gets—IT budgets in particular. Al-
though there has been an upturn in
the U.S. economy recently, improve-
ments in IT budgets are not likely to be
seen for several years. In such an envi-
ronment, the challenge is not so much
lobbying to increase IT budgets over-
all as it is creatively distributing flat or
shrinking resources, efficiently man-
aging more complex infrastructures,
and prioritizing among rising ap-
petites for bandwidth and academic
and administrative functionality.

2. Not only does Security and Identity Man-
agement remain among the top-ten is-
sues on all four measures considered—
strategic importance, growing in
significance, demanding the campus
IT leaders’ time, and expenditure of
human and fiscal resources—but it has
risen dramatically in the last category
(resource consumption): from eighth
in 2003 to third in 2004. This jump sug-

Top-Ten Current IT Issues

1. Funding IT

2. Administrative / ERP / Information Systems

3. Security and Identity Management
4. Strategic Planning for IT

5. Faculty Development, Support, and Training

6. Infrastructure Management for IT

7. E-learning / Distributed Teaching and Learning
8. (tie) Web Services / Web-Based Systems

8. (tie) Enterprise-Level Portals

10. (tie) Business Continuity / Disaster Recovery
10. (tie) Governance, Organization, and Leadership for IT
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gests that campus plans for improving
IT security in the wake of the terrorist
attacks of September 11, 2001, have
moved into implementations and
staffing changes, which are having a sig-
nificant impact on budgets. Another
factor behind the increase in resource
consumption for this issue may be the
many viruses and denial-of-service at-
tacks that make networks vulnerable to
costly downtime.

3. Two new issues have made the top-ten
list in 2004: Business Continuity / Disas-
ter Recovery; and Governance, Organiza-
tion, and Leadership for IT. Beyond a log-
ical tie-in with security concerns for
the first of these, the appearance of the
two issues suggests a growing realiza-
tion of the strategic importance of in-
formation technology and of the close
relationship of leadership and gover-
nance for this critical resource.

How do the 2004 results compare with
last year's? First, Strategic Planning for IT,
which continues to be the second most
time-consuming issue for IT leaders, has
risen from tenth to fourth among those
challenges with the potential to become
more significant and from sixth to fourth
among those critical for the institution’s
strategic success. This is likely the result
of needing to better align IT activities
with the institution’s priorities; always a
recognized need, such alignment be-
comes a priority in hard times. Thus it
could be a coattail effect of the IT funding
crisis—that is, with IT funding continuing
to be a critical concern, strategic planning
is becoming even more important be-
cause of the recognition of the need to
align planning and
budgeting for infor-
mation technology.

Second, perhaps
related to the in-
crease inimportance
of Strategic Planning
for IT, the issue of
Governance, Organiza-
tion, and Leadership for
IT has risen in terms
of IT leaders’ time
commitment and
now appears, for the
first time, among is-
sues critical for insti-

tutional success. As budgets tighten and
new models of service delivery and staff
deployment evolve, it is not surprising to
see such a shift.

Third, Web Services / Web-Based Systems
continues to appear among the top-ten
IT issues in three of the four measures,
but it has slipped in all three. It may be
that it is becoming subsumed, for some
institutions, under the perennially im-
portant issue of Administrative / ERP /

Quite

simply, total
costs for
information
technology are
Increasing at a
rate that
exceeds the
ability of
colleges and
universities

to pay.

Information Systems. New ERP systems are
being designed to support a self-service
information-delivery model and, thus,
inherently overlap with Web platform is-
sues. For the survey, the issue of Web Ser-
vices / Web-Based Systems was defined as in-
cluding Web-based business strategies,
integrating legacy and Web-based sys-
tems, managing content development
and currency, stewardship policy, content
management, enterprise portal strategy,
and Web standards and architecture.

In other key findings, Instructional /
Course Management Systems dropped off the
list of issues expected to become more sig-
nificant and slipped from sixth to eighth
on the list of top-ten campus IT expendi-
tures. Whereas instructional technology
certainly continues to be asignificant con-



sumer of resources, we might infer that
the issue of course management systems
has spiked and is now folding into the
suite of regularly supported technologies.
Support Services / Service Delivery Models is
new this year on the list of issues expected
to increase in significance overall. With
multiple years of budget cuts, the support
crunch is back. This was a top-ten issue a
few years ago, when the phrase “support
crisis” was in vogue, for good reason. As

for last year’s list of issues expected to be-
come more significant, the top three—
Funding IT, Administrative / ERP / Informa-
tion Systems, and Security and Identity
Management—were indeed the top three on
this year’s strategic issues list. Finally, one
issue not identified as emerging in signifi-
cance last year suddenly appeared on the
strategic issues list this year: Governance,
Organization, and Leadership for I'T.

In 2004, there have been two dramatic
changes in IT expenditures. First, as men-
tioned above, Security and Identity Manage-
ment moved from eighth place in 2003 to
third in 2004, no doubt reflecting in-
creased national awareness of security
risks, institutional and state mandates to
better secure IT infrastructures, and
emerging effective IT security practices.?
The other notable change in IT expendi-
tures is that Web Services / Web-Based Sys-
tems dropped from third last year to sev-
enth this year. This might mean that
institutions have already made the major
start-up investments in this area; or as

suggested above, it could mean that this
issue is understood to be subsumed
under the Administrative / ERP / Information
Systems issue, which continues, for the
fifth straight year, as the most resource-
intensive area. Issues that appear on the
expenditures list and that do not appear
among strategic or emerging issues in-
clude Electronic Classrooms / Technology
Buildings, Student Computing, and Stafing /
HR Management / Training—typical ongoing

expenditures that tend not to be viewed
as strategic.

Current Issue #1:

Funding IT

Accelerating demands for IT services and
rising costs for IT infrastructure renewal
and support, coupled with institutional
budget cuts at many colleges and univer-
sities, have created an ongoing crisis in
higher education. Quite simply, total
costs for information technology are in-
creasing at a rate that exceeds the ability
of colleges and universities to pay. The
need for realistic strategies to fund infor-
mation technology has never been
greater. The following questions, based
on guidelines offered in a recently pub-
lished EDUCAUSE executive briefing,?
address the effectiveness of an institu-
tion’s approach to investing in and fund-
ing information technology:

m Areinstitutional leaders at the highest
levels, as well as key campus stake-

holders, engaged in planning for and
funding information technology as a
strategic institutional resource, assess-
ing and aligning the value of IT invest-
ment with the institutional mission
and strategies?

m Are long-term financial plans for in-
formation technology incorporated
into the institution’s overall planning
and budgeting processes for effective
cost management? Has the institution
determined replacement life cycles for
different technologies and incorpo-
rated renewal funding into IT budgets?
Is the necessary financial investment
committed at the time an IT project is
approved so that funding will be avail-
able over the life of that project?

m In assessing return on investment,
does the institution take into account
the qualitative benefits derived from
information technology, in addition to
cost savings and productivity gains, to
evaluate whether the IT investment
has made a difference? Are expected
benefits articulated at the time such
investments are proposed?

m Are budget decisions based on accu-
rate and realistic cost figures? Have the
costs of delivering IT services been de-
termined, and are efforts made to
benchmark those costs against costs at
peer institutions? Does the institution
track expenditures for information
technology institution-wide, monitor-
ing distributed expenditures to ensure
that all IT resources are leveraged,
planned for, and budgeted coherently?

m Does the CIO work with the CFO to de-
velop budgets that recognize the need
for both operating and capital support,
ensuring the coverage of maintenance,
renewal, and ongoing staffing and sup-
port costs as well as investment in new
systems and infrastructure?

m Has the institution standardized hard-
ware, software, and support services as
much as possible to enable economies
of scope and scale in delivering base-
line services?

Current Issue #2:
Administrative / ERP /
Information Systems

Of the 645 institutions that completed the
survey for the EDUCAUSE Core Data
Service last year, only 23 percent had no
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plans for implementing an enterprise re-
source planning (ERP) system: 37 percent
had already completed such an imple-
mentation, 26 percent were in the process
of doing so, and 13 percent were con-
sidering it (http://www.educause.edu/
coredata/). Projects of this scope demand
large investment and commitment by in-
stitutional and IT leadership, both before
and after implementation. Some ques-
tions thatneed to be addressed when con-
sidering or implementing enterprise sys-
tems include the following:

m What are the mission-critical factors
driving the institution’s decisions to
implement enterprise system solu-
tions? What service and process im-
provements are expected with suc-
cessful implementation? Are there
viable alternatives, such as enhancing
existing legacy systems?

m If a decision has been made to imple-
ment new systems, should the institu-
tion partner to build, buy off the shelf,
or integrate? If the institution is pur-
chasing a commercial product, will
the functionality of the system expand
to accommodate integrating and inter-
facing with courseware systems, por-
tals, and so forth?

m Is institutional leadership committed
to the system implementation? Will
the implementation include par-
ticipation by stakeholders from both
technical and functional areas?
How will their expectations be man-
aged, and have they resolved data-
ownership issues?

m Does the new system fit the institu-
tion’s technical strategy at the back-
end and network levels? Does the
system comport with preferred data-
handling strategies, such as authenti-
cation, security, and privacy?

m Will the institution adapt its business
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Comprehensive

network access increases
opportunities and also risks
associated with information
storage, transmission, and

aCCess.

processes to the best practices config-
ured in the enterprise solution, to
minimize or avoid customization?
Have current processes and desired
process improvements been identi-
fied, documented, communicated,
and understood? Are the new func-
tional and system requirements realis-
tic? Will institutional leadership sup-
port the needed business-process
changes?

m Has the institution analyzed person-
nelneeds, both in terms of staffing lev-
els and in terms of available technical
expertise, for adequate support be-
fore, during, and after implementa-
tion? Does the implementation part-
ner have sufficient higher education
experience, seasoned staff, and a
proven track record?

m Does the support plan identify the
roles and responsibilities of technical,
functional, and user groups and in-
clude adequate training for system
users both during implementation
and on an ongoing basis?

m If the implementation has been com-
pleted, does the institution get more
timely and intuitive access to informa-
tion, especially for strategic planning
and decision-making? Have reengi-
neered processes improved operations
and increased efficiency? Has the sys-
tem improved services for students,
faculty, staff, and administrators?

Current Issue #3:

Security and

Identity Management
Comprehensive network access increases
opportunities and also risks associated
with information storage, transmission,
and access. This access—together with

regulatory requirements, distributed ar-
chitectures, and hostile elements on the
Internet—presents challenges for fund-
ing and implementing security practices
and required policies. Institutions need
to consider the following issues:

m How will the institution balance the
need for security with the tradition of
open networking? Will a more secure
environment be viewed as intrusive or
controlling?

m Managing a distributed environment
requires both a comprehensive tech-
nical plan and a complementary pol-
icy architecture. Are these being
planned and maintained?

m Are the institution’s policies up-to-
date and enforceable? Do they reflect
institutional priorities and strategies,
legal regulations, and “best practices”?

m Arestrategies in place to manage secu-
rity as new technologies become avail-
able? Are the institution’s security
plans and policies reviewed and up-
dated to reflect new technologies?

m Does the institution have trained staff
to undertake the job of security? Is
there a Chief Information Security Of-
ficer (CISO) or the equivalent to pro-
vide the leadership for and a focus on
security? Do other campus units rec-
ognize thisrole?

m Has the number of security incidents
and remedial costs during the past
year led to increased funding for
staffing and tools? Have these inci-
dents highlighted the risks of underin-
vesting in security?

m Are institutional users aware of and
implementing security measures
(patches, firewalls, anti-virus pro-
grams) to protect their systems and



data? Does the infrastructure facilitate
measures to improve security? Is the
institution providing funding to facili-
tate and support such measures on a
campus-wide basis?

m Many campuses are developing
methodologies for authentication, au-
thorization, and secure transmission
of confidential information. Such
technologies require policy and tech-
nological decisions. Is the institution
engaging all stakeholders in planning
and decision-making?

m Is the institution properly responding
to regulatory issues (FERPA, HIPAA,
GLB Act, USA-PATRIOT Act, DMCA)?
Has the institution taken sufficient
measures for compliance with these
acts?

m Has the institution recognized and
reduced the risk of identity theft by
limiting the use of Social Security
numbers?

m Has the institution reviewed/changed
its practices to minimize the risk of
identity-management problems
caused by inadequate communication
of personnel changes?

Current Issue #4:

Strategic Planning for IT
Strategic planning for information tech-
nology must be based on three funda-
mental tenets: (1) information technology
is a strategic institutional asset; (2) infor-
mation technology is an essential re-
source for learning, teaching, research,
and community partnerships; and (3) in-
formation technology is vital to the effec-
tive operation of the institution. The IT
strategic plan must be presented and ac-
cepted as the institution’s plan, not as the
IT division’s plan, and it must have execu-
tive commitment and leadership. Devel-
opment of the IT strategic plan must be
an ongoing process that involves all con-
stituent groups in the planning and pri-
oritizing processes. It is imperative to
look to the future in an attempt to avoid
technologies that may lead to a dead end
or to significant lock-in and high switch-
ing costs. Key issues that must be ad-
dressed include the following:

m Does the IT strategic planning and
budgeting process align with the insti-
tution’s strategic planning and bud-
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geting process? How are conflicting
priorities resolved?

m Does the IT strategic planning process
align with the academic strategic plans
and the stated vision and mission of the
institution? Is adequate time allowed to
prepare for emerging technologies?

m Doecs the IT strategic plan align with
the defined goals and objectives and
the key performance indicators (met-
rics) of the institution? Is there a de-
fined process for assessing, maintain-
ing, and modifying the plan as needed?

m Are the goals and objectives of the IT
strategic plan realistic? If there are sig-
nificant obstacles to achieving the
goals and objectives of the plan, how
can these obstacles be overcome? Are
critical or new skills required to meet
the goals and objectives?

m Are all stakeholders involved in the
planning process? Have IT steering

The it

strategic plan
must be
presented

and accepted
as the
Institution’s
plan, not

as the IT
division’s plan.

committees or advisory committees
been established to contribute to the
planning process?

m Docs the IT strategic plan provide a
framework for efficient and effective
services to the students, faculty, and
staff?

m Has an assessment been performed to
delineate the current IT environment?
Have new IT functions and services
been identified that are necessary to
support the institution’s vision, mis-
sion, goals, and objectives?

Current Issue #5:

Faculty Development,

Support, and Training

Colleges and universities commonly pro-
vide faculty with easily accessible re-
sources for their continuous learning
through faculty-development programs.
With the rapid introduction of new tech-
nologies and the constant enhancements
and upgrades to existing technologies,
these programs increasingly incorporate
faculty technology training and support
models. Some of the issues related to fac-
ulty development, support, and training
for information technology include the
following:

m What faculty-development model will
ensure that all faculty members benefit
and are successful? Is a systemic ap-
proach (that is, a model that is sup-
ported by institutional leadership and
that provides technical support staff for
all faculty, not just leading-edge innova-
tors) enough to ensure faculty success?
What is the role of technology-
proficient faculty in supporting and
training their peers? Does a model that
employs such faculty as mentors acceler-
ate faculty success in incorporating tech-
nology, thereby improving learning?

m With the rapid introduction of new
technologies and the constant en-
hancements and upgrades to existing
technology, how can faculty find time
to stay current? What are the benefits
of providing e-learning options when
delivering IT faculty training and
support?

m What is the role of local, regional, and
national conferences in IT faculty de-
velopment? Can the benefits realized
by the institution in supporting faculty



attendance at such technology confer-
ences be measured?

m How should the institution reward
faculty who are using technology
to improve learning? How does the in-
stitution encourage faculty to stay
current?

m How should the success of a faculty-
development program be measured?
Should success be based on the num-
ber of attendees, improved student
satisfaction, improved student learn-
ing, and/or the percentage of faculty
who continue to participate in on-
going technology training?

m Is it important to have a dedicated
physical space for IT faculty develop-
ment to ensure success? How does the
institution encourage the use of teach-
ing excellence centers after the new-
ness wears off?

m Who is best equipped to train faculty
in the use of new and existing tech-
nologies? How can technology train-
ing and pedagogy be integrated so that
faculty will respect the program?

m Istherearoleforanadvanced technol-
ogy champion, someone who experi-
ments with new technologies, tries to
understand the educational fit, and
then champions their use?

Current Issue #6:
Infrastructure

Management for IT

Inan EDUCAUSE Review article two years
ago, Richard Katz posited that the tech-
nology foundation supporting an institu-
tion’s business and academic processes—
what he called the information and
communications technology (ICT) infra-
structure—is rapidly expanding beyond
the traditional understanding of the net-
work and its related wiring structures and
“black box” devices.# Although most
users still take IT infrastructure for
granted, the systematic upgrade and
improvement of the ICT infrastructure
is pivotal to accommodating the ever-
expanding use of academic and adminis-
trative technology applications on
campus. Without quality of service
(QoS) functionality, multilayer network-
ing, Fast and Gig Ethernet, and proper in-
frastructure deployment, emerging tech-
nologies such as Voice-over-IP (VoIP) and
Video-over-IP (VIP) cannot be imple-
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and management of the
network pays dividends in
reducing overall operating
costs and avoiding disruptive

downtime.
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mented. In addition to keeping the ICT
infrastructure up-to-date, effective moni-
toring and management of the network
pays dividends in reducing overall oper-
ating costs and avoiding disruptive down-
time. In maintaining and upgrading the
institutional network and related ICT in-
frastructure, a campus should consider
several issues:

m Does the institution proactively plan
for and implement a policy to replace
computers and to routinely upgrade
network devices, as well as periodi-
cally evaluate and renegotiate software
license agreements? Does the plan in-
clude benchmarks for network uti-
lization to assist in the planning for fu-
ture upgrades?

m Does the plan include providing the
proper resources and assets to ade-
quately support the campus infra-
structure, including 24x7 network
support? Does the institution have re-
dundancy built into its network de-
sign to limit network outages? Is train-
ing a priority for those who support
the infrastructure?

m Since institutions increasingly depend
on the Web to conduct everyday busi-
ness, has the campus included redun-
dant Internet gigapop access routes/
points in its plan? Does infrastructure
planning include accommodations to
systematically upgrade key server
farms that support the growing cam-
pus instructional support and ubiqui-
tous Web environments?

m What information does the institution
use to size its network technology in-
frastructure? Who determines the ap-
plications that will be running on the
infrastructure, and how much excess
capacity is enough? Does the institu-
tion have the ability to shape its band-
width for priority services, and is it
able to effectively manage recreational
traffic on the network?

m Is the network and IT infrastructure
ready for emerging technologies such
as the convergence of voice and data,
video-over-IP, wireless technologies,
and mobile computing? How are time
and money found to pilotnetwork and
other infrastructure advances while
continuing to maintain and support
the current investment?

Current Issue #7:

E-learning / Distributed
Teaching and Learning
E-learning, often described as distrib-
uted teaching and learning, has been
steadily growing as both an alternative
to and an enhancement of traditional
campus-based learning. E-learning and
distributed teaching and learning speak
to a learner’s needs for flexibility and
mobility, while at the same time they
offer institutions a way of addressing
issues of access and capacity. Although
e-learning does present new opportuni-
ties, it also presents some challenges and
unique issues:

m How caninstitutions and partnerships
develop a clearly articulated, well-
understood vision and strategy to
build a sustainable e-learning model?
How aggressively should e-learning
environments be promoted on cam-
pus? What changes are required in ser-
vices and spaces on campus to enable
e-learning?
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m How are faculty supported in the
move to a more learner-centered e-
learning environment? How can the
institution work most effectively with
faculty, instructional designers, librar-
ians, programmers, and media spe-
cialists in developing new digital re-
sources, including institutional
information repositories and learning
object repositories? How can the cam-
pus support the development of stan-
dards for the description of and access
to digital resources?

m How can the institution ensure that stu-
dents have the personal learning skills,
time-management skills, and technol-
ogy skills necessary for success in an e-
learning experience? Will the institu-
tion be able to provide all students with
access to support and services in an e-
learning environment? How can the in-
stitution support students and faculty
in the development of e-portfolios?

m What is the best technical infrastruc-
ture to support e-learning? Must the
institution develop broadband net-
works to support multimedia in
e-learning? How does the institution
select and appropriately support
course management systems? What
are the opportunities and barriers as-
sociated with open-source develop-
ment and open architecture for such
systems? How does the institution en-
sure interoperability?

m How can the institution ensure quality
in the e-learning experience, espe-
cially in assessing learning and course
outcomes? Can the institution build
an e-learning assessment model that
takes into account educational theory
and recognizes best practices? Can
such amodel be appropriate for a vari-
ety of e-learning experiences, includ-
ing on- and off-campus, fully online,
and/or hybrid learning experiences?

m What potential do new technologies
such as videoconferencing, video-
streaming, virtual reality, and online
gaming environments have to enrich
e-learning?

Current Issue #8 (tie):

Web Services /

Web-Based Systems

Web services is a relatively new term used to
describe software standards that allow for

integration of different applications as
well as the secure exchange of data over
the Internet. The term can be misleading:
itis often thought to refer to the myriad of
services thatare offered through a Web in-
terface. In fact, Web services refers to a set of
standards that enable “conversations” to
occur between applications as easily as
they occur between Web browsers and
servers. These services are available over
the Internet or over private (intranet) net-
works, they use a standardized XML mes-
saging system, and they are not tied to any
one operating system or programming
language. When mature, Web services
will shift the focus of the Web from
“human-centric” to “application-centric””
The Web has brought other new con-
siderations into play as well. With much
of the institution’s information in elec-
tronic form and continually changing, the
issue of content management becomes
much more critical. Also, the transition
from host-based legacy systems to Web-
accessible systems is still under way at
most institutions. How to manage and
provide coherent access to such a hetero-
geneous environment adds complexity to
the enterprise IT architecture. Some key
considerations include the following:

m Web services are still in the develop-
ment and refinement stage, particu-
larly as they relate to security stan-
dards. Many technical issues still need
to be resolved; however, institutions
would be wise to anticipate the use of
Web services technology as they de-
velop strategic plans.

m Future plans should include consider-
ation of middleware technologies
such as portals, central directory ser-
vices, and security systems. The cen-
terpiece of the last technology will be
strong institutional authentication
and identity-management systems
that control access, support single
sign-on, manage trust relationships,
and protect privacy.

m The current marketplace for content-
management tools is immature, but in-
stitutions would be wise to watch it
closely.

m The contemporary strategy to provide

coherent online access to services is by
using a portal. However, the market-
place offers multiple alternatives, such
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as ERP portals and course manage-
ment system portals. The challenge
will be how to integrate these.

m For now, institutions should approach
new purchases expecting vendors to
be increasingly sensitive and respon-
sive to the desire for standard integra-
tion and to begin supporting this in-
crementally while working toward full
integration.

Current Issue #8 (tie):
Enterprise-Level Portals
Portals are now a prominent part of the
Web architecture on which campus in-
formation sits and where the integration
of data, information, and applications
takes place. Avi Saha’s definition of a por-
tal as “a single integrated point of compre-
hensive, ubiquitous, and useful access to
information (data), applications, and peo-
ple” comes from the e-business perspec-
tive.” The scholar’s portal perspective, de-
scribed by Jerry Campbell, emphasizes
facilitating access to and the growth of
scholarly digital information resources of
all kinds, including searching across data-
bases and offering a variety of supporting
tools, resulting in a powerful distributed
digital library® Martha Brogan’s survey of
digital aggregation services highlights the
extensive efforts under way to create
cross-searching capabilities that will han-
dle not only an institution’s resources but
also cross-institutional resources and ser-
vices.” Also related to portal building is
the emerging concept of the institutional
repository, which Clifford Lynch
describes as “a set of services that a uni-
versity offers to the members of its com-
munity for the management and dis-
semination of digital materials created
by the institution and its community
members®

Arobust architecture that will manage
multiple business functions, effectively
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aggregate search processes for accessing
and managing information resources,
and add and archive campus resources is
a prominent goal at many colleges and
universities. Thus, portals should

m serve as a managed signature entry
point for targeted internal and exter-
nal audiences;

m accommodate institutional branding
and marketing by standardizing the
portal appearance everywhere;

m offer a high level of customization so
that users can alter the look and feel of
their personal entry point;

m handle different levels of security for
sensitive, confidential, or licensed in-
formation assets;

m feature robust search engines able to
perform sophisticated broadcast
searching over a variety of databases
and data sources sitting on different
platforms; and

m offer sophisticated tools for personal
information management so that
users can effectively organize and
keep track of administrative and
scholarly digital information, includ-
ing easy-to-use intake systems for
adding resources.

The challenges in accomplishing
these goals include

m meeting the needs of the diverse cam-
pus communities as well as external
groups such as alumni and prospec-
tive students;

m combining sophisticated functionality
over a variety of platforms;

m managing the tension between stan-

dardization, branding, and creative

approaches;

keeping enterprise-wide portals and

subportals current and accurate; and

m training users to effectively use the
portal and its contents.

Current Issue #10 (tie):
Business Continuity /

Disaster Recovery

Information technology has become crit-
ical to the daily operation of colleges and
universities. Indeed, current practices in
administering, teaching, and communi-
cating within academic environments
would be vastly different without the in-
formation systems that many take for
granted. Thus, the successtul implemen-
tation and maintenance of business con-
tinuity and disaster recovery (BC/DR)
planning and practice rise in importance.
The threat of the Y2K bug and the tragic
events of September 11, 2001, initially fo-
cused attention on these practices and
caused many institutions to formulate
plans. However, the blackouts in the
northeastern United States, Canada, and
parts of Europe during the latter half of
2003 and the continued penetration of
technology into our daily lives have made
BC/DR planning a process that requires
ongoing attention.

Business process reengineering efforts
or planning for the unexpected will take
staff time, funding, knowledge, and sup-
port from the highest administrative lev-
els. Institutions need to reassess their
BC/DR planning. Continued success will
require creative leadership and broad par-
ticipation. Some questions that might arise
during the planning and ongoing mainte-
nance process include the following:

m What business processes depend on
IT systems? Are critical business
processes defined and clearly under-
stood? Are individuals prepared to re-
spond to a disruption? What informa-
tion and training must be provided to
individuals who might be directly
involved?

m What IT systems are important at each
level of the institution (individual, de-
partment, organization, institution)?



What systems are essential? What is
the impact of a system loss? How long
can the institution sustain an outage?

m Has the institution defined a process
for declaring an incident, its degree,
and the required response? Who will
lead the incident response, and who
will participate? How will the re-
sponse team communicate among
themselves? How will the institution
communicate with external entities,
including customers and the press?

m How does the institution assess risk?
What level of risk is tolerable? Does
this level vary by department or busi-
ness practice? What are the one-time
and recurring expenses that the insti-
tution can, will, or must allocate to
mitigate risks?

m How does the institution maintain
currency of its BC/DR strategy and
plan? Should the institution build
continuity-management costs into
new system and service development?

Current Issue #10 (tie):
Governance, Organization,
and Leadership for IT

With funding for information technology
continuing to be the major challenge, and
with increasing pressures to deliver effec-
tive solutions and services at the lowest
cost, CIOs appear to be growing increas-
ingly aware of the importance of gover-
nance and organizational issues to their
institutions’ strategic success. Congru-
ently, they appear to be spending more
time on challenges associated with these
issues. Institutional decision-making
bodies, as well as state legislatures and
governing boards, are questioning exist-
ing governance models and organiza-
tional structures. The qualities and abili-
ties of IT leaders are contributing factors
to IT governance and to organizational
effectiveness and efficiency. Some of the
questions that might be asked about an
institution’s IT governance, organization,
and leadership for information technol-
ogy include the following:

m What is the current IT governance
model (centralized, decentralized, dis-
tributed, hybrid), and is it effective?
Does the institution have effective pol-
icy bodies and advisory groups for in-
formation technology—for example, an

26 EDUCAUSEreview [JMay/June 2004

IT steering committee, technology
council, faculty technology committee?

m Has an effective and efficient IT orga-
nizational environment been estab-
lished, with effective IT teams, collab-
oration across organizational
boundaries, and cooperative working
groups?

m Is there synergy between IT organiza-
tions and support groups, and are they
communicating effectively? Are there
clear lines of responsibility and de-
fined roles for IT professionals
throughout the institution?

m IstheIT organization nimble, flexible,
innovative, productive, responsive,
and customer-service oriented? Does
the CIO listen to campus needs and
promote excellent customer service?

m Does the CIO have access to the presi-
dent or chancellor of the institution,
especially as a member of the execu-
tive cabinet, and is she or he able to in-
fluence decisions that are important to
IT planning and strategies?

m Does the CIO develop and effectively
manage relationships with internal
and external constituencies? Is the
value and importance of information
technology being communicated by
the CIO? Is the CIO effectively plan-
ning, implementing, and delivering
desired outcomes and results? Is the
CIO an advocate for information tech-
nology, for the IT organization, and for
the institution?

m Does the CIO help define priorities,
make timely decisions, and work on
securing resources? Does the CIO
have a thorough understanding of
higher education and institutional is-
sues and align IT resources to address
strategic and operational needs?

m Is the CIO a change agent, proactively
contributing to the discussions re-
garding new governance models and
organizational structures?

Summary

The economic slide of the past several
years continues to fan the flames of the IT
funding crisis, demanding particularly
deft leadership for campus information
technology and creative management of
resources on all sizes and types of cam-
puses. The issue of Security and Identity
Management, which began rising in impor-

tance for larger, public institutions in the
2003 survey, is now, in 2004, considered
to be essential for strategic success and is
demanding considerable resources
among all institutions. Whether the re-
ductions in resource allocations reported
in this year’s survey will be reversed
when IT budgets return to stable growth
patterns, and what new trends will
emerge as information technology
evolves, remain to be seen. €
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