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What is Achilles?

A web survey tool tailored for IT risk assessment

A two-part application
ÅFront-end user interface

ÅAssessment Manager view

ÅSurvey participant view 

ÅBack-end survey customization tool
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What is Achilles?

Achilles front-end

ÅAssessment creation and configuration

ÅUser interface for survey responses
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What is Achilles?

Achilles back-end is used to customize:

ÅParticipant roles

ÅAssets

ÅThreats

ÅControls 
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What Achilles is Not

ÅAchilles does not recommend mitigations.

ÅAchilles will help you profile risk, but it will 

not create risk profiles for you.

ÅGarbage in, garbage out

ÅEvaluation of risk is subjective

ÅMaximize participant number to reduce error
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How does Achilles work?

Achilles Survey Question Types

ÅAsset value

ÅThreat probability

ÅThreat impact

ÅControl implementation status
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How does Achilles work?

Achilles Roles

ÅAssessment Manager

ÅParticipants

ÅAdministrator

ÅIT Worker

ÅUser
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How does Achilles work?

Risk Assessment Team

ÅThe Assessment Manager and Participants 

comprise the assessment team.

ÅThe Assessment Manager configures the 

assessment.

ÅAll roles respond to Achilles survey 

questions, but different roles get different 

questions.  

Kathy Bergsma, University of Florida



How does Achilles work?

Assessment Managers have special privileges 

to configure Achilles assessments.

Assessment Managers should:

ÅBe an IT Worker

ÅBe a Manager

ÅHave knowledge of IT infrastructure

ÅHave knowledge of IT security

.
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How does Achilles work?

Assessment Manager Configuration Options

ÅCreate assessment

ÅDefine Achilles Participants

ÅAssociate Participants with an assessment

ÅConfigure types of questions that each role answers

ÅConfigure assessment default values

ÅAsset value

ÅThreat probability

ÅThreat impact

.
Kathy Bergsma, University of Florida



How does Achilles work?

Assessment Manager

ÅMultiple Assessment Managers can use 

Achilles.

ÅAssessment Managers see only the 

assessments that they create.

.
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How does Achilles work?

Participant Roles

ÅAdministrator

ÅUser

ÅIT Worker
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How does Achilles work?

Participant Roles

ÅAdministrator
ÅDeans

ÅDirectors

ÅDepartment Chairs

ÅSupervisors
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How does Achilles work?

Participant Roles

ÅUser
ÅClerks

ÅSecretaries

ÅAccountants

ÅOther staff

ÅStudents
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How does Achilles work?

Participant Roles

ÅIT Worker
ÅServer manager

ÅNetwork manager

ÅWorkstation support

ÅProgrammer

ÅOther IT Workers
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How does Achilles work?

Participant Roles

ÅBest results are achieved with 5-10 

participants.

ÅParticipants are authenticated and 

authorized.
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How does Achilles work?

Survey Question Types

ÅAsset value

ÅThreat probability

ÅThreat impact

ÅControl implementation status
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How does Achilles work?

Survey Question Types

ÅAll participants see survey questions about 

controls.  

ÅThe Assessment Manager configures which 

participant roles will respond to survey 

questions about assets and threats.
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How does Achilles work?

Survey Question Types

ÅAssets
ÅInformation

ÅSystems

ÅApplications

ÅNetworks

ÅFacilities
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How does Achilles work?

Survey Question Types

ÅThreat Categories
¸ Human error

¸ Malfunctions

¸ Malicious

¸ Environmental
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How does Achilles work?

Survey Question Types

ÅHuman Error Threats
¸ Equipment loss

¸ Miscommunication

¸ Implementation error
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How does Achilles work?

Survey Question Types

ÅMalfunction Threats
¸ Software malfunction

¸ Hardware malfunction

¸ Process malfunction

¸ Power disruption
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How does Achilles work?

Survey Question Types

ÅMalicious Threats
¸ Physical break-in

¸ Eavesdropping

¸ Malicious authorized user

¸ Equipment theft

¸ Social engineering

¸ Malware that requires user interaction

¸ Malicious scan

¸ Malicious unauthorized user

¸ Self-replicating malware

¸ Process violation

¸ Physical attack like vandalism, terrorism or war
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How does Achilles work?

Survey Question Types

ÅEnvironmental Threats
¸ Lightning

¸ Damaging wind

¸ Temperature or humidity extremes

¸ Electronic emanation/electro-magnetic pulse

¸ Hazardous materials

¸ Fire

¸ Flood 

¸ Earthquake

¸ Epidemic or pandemic
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How does Achilles work?

Survey Question Types

ÅControl Topics
ÅPolicies

ÅCommunication

ÅRecords

ÅRisk assessment

ÅContinuance of operation

ÅAccess 

ÅChange management

ÅIncident response
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How does Achilles work?

Survey Response Options

ÅAsset Value Responses
ÅHigh

ÅLow

ÅNot applicable
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How does Achilles work?

Survey Response Options

ÅThreat Probability Responses
ÅProbable

ÅUnlikely

ÅNot applicable
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How does Achilles work?

Survey Response Options

ÅThreat Impact Responses
ÅHigh

ÅLow

ÅNot applicable
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How does Achilles work?

Survey Response Options

ÅControl Responses
ÅNeeded

ÅNot Needed

ÅImplemented

ÅDonôt know
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How does Achilles work?

Achilles Reports

ÅFull Summary

ÅAsset Summary

ÅThreat Probability Summary

ÅThreat Impact Summary

ÅThreat Summary

ÅAsset Report

ÅThreat Probability Report

ÅThreat Impact Report

ÅControl Report
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Achilles Screenshots

Front-end 

Management and Survey Interface
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