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What is Achilles?

A web survey tool tailored for IT risk assessment

A two-part application
A Front-end user interface

A Assessment Manager view
A Survey participant view

A Back-end survey customization tool
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What is Achilles?

Achilles front-end
AAssessment creation and configuration
AUser Interface for survey responses
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What is Achilles?

Achilles back-end is used to customize:
AParticipant roles

AAssets

AThreats

AControIs
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What Achilles is Not

AAchiIIes does not recommend mitigations.

AAchiIIeS will help you profile risk, but it will
not create risk profiles for you.

AGarbage In, garbage out
A Evaluation of risk is subjective
AMaximize participant number to reduce error
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How does Achilles work?

Achilles Survey Question Types
AAsset value
AThreat probabllity
AThreat Impact
AControI Implementation status
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How does Achilles work?

Achilles Roles
AAssessment Manager
A Participants

AAdministrator
AIT Worker

AUser
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How does Achilles work?

Risk Assessment Team

AThe Assessment Manager and Participants
comprise the assessment team.

AThe Assessment Manager configures the
assessment.

AAII roles respond to Achilles survey
guestions, but different roles get different
guestions.
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How does Achilles work?

Assessment Managers have special privileges
to configure Achilles assessments.

Assessment Managers should:

A Be an IT Worker

A Be a Manager

A Have knowledge of IT infrastructure
A Have knowledge of IT security
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How does Achilles work?

Assessment Manager Configuration Options

A Create assessment

A Define Achilles Participants

AAssociate Participants with an assessment

A Configure types of questions that each role answers

A Configure assessment default values

A Asset value
A Threat probability
Threat impact
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How does Achilles work?

Assessment Manager

AI\/IuItipIe Assessment Managers can use
Achilles.

AAssessment Managers see only the
assessments that they create.
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How does Achilles work? oo

Participant Roles
AAdministrator

A User

A IT Worker
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How does Achilles work?

Participant Roles

Aﬁ\dministrator

Deans

ADirectors
ADepartment Chairs
ASupervisors
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How does Achilles work?

Participant Roles

A ser

Clerks
ASecretaries
AAccountants
AOther staff
AStudents
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How does Achilles work?

Participant Roles

AX Worker
Server manager
ANetwork manager
AWorkstation support
AProgrammer
Other IT Workers
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How does Achilles work?

Participant Roles

ABest results are achieved with 5-10
participants.

A Participants are authenticated and
authorized.
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How does Achilles work?

Survey Question Types

AAsset value

AThreat probability

AThreat Impact

AControI Implementation status
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How does Achilles work?

Survey Question Types

AAII participants see survey guestions about
controls.

AThe Assessment Manager configures which
participant roles will respond to survey
guestions about assets and threats.
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How does Achilles work?

Survey Question Types

A ssets
Information
A Systems
AAppIications
Networks
A Facilities
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How does Achilles work?

Survey Question Types

AThreat Categories
Human error

Malfunctions
Malicious
Environmental
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How does Achilles work?

Survey Question Types

AHuman Error Threats
Equipment loss

Miscommunication
Implementation error
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How does Achilles work?

Survey Question Types

AMalfunction Threats
Software malfunction

Hardware malfunction
Process malfunction
Power disruption
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How does Achilles work?

Survey Question Types

A Malicious Threats
Physical break-in
Eavesdropping
Malicious authorized user
Equipment theft
Social engineering
Malware that requires user interaction
Malicious scan
Malicious unauthorized user
Self-replicating malware
Process violation
Physical attack like vandalism, terrorism or war
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How does Achilles work?

Survey Question Types

AEnvironmentaI Threats
Lightning
Damaging wind
Temperature or humidity extremes
Electronic emanation/electro-magnetic pulse
Hazardous materials
Fire
Flood
Earthquake
Epidemic or pandemic
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How does Achilles work?

Survey Question Types

A ontrol Topics
Policies

Communication
ARecords
Risk assessment
Continuance of operation
Access
Change management
A Incident response
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How does Achilles work?

Survey Response Options

A sset Value Responses
High
Low
ANot applicable
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How does Achilles work?

Survey Response Options

AEweat Probability Responses
Probable
AUnIiker

A Not applicable
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How does Achilles work?

Survey Response Options
AEweat Impact Responses
High
Low
A Not applicable

Kathy Bergsma, University of Florida




How does Achilles work?

Survey Response Options

A ontrol Responses
Needed
ANot Needed
Almplemented
Donodot know
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How does Achilles work?

Achilles Reports
A Full Summary
Asset Summary
A Threat Probability Summary
A Threat Impact Summary
A Threat Summary
A Asset Report
A Threat Probability Report
A Threat Impact Report
A Control Report
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Achilles Screenshots

Front-end
Management and Survey Interface
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) Mozilla Firefox

[Logout]

Achilles: Main Menu

Welcome to the University of Florida risk assessment tool. Achilles will
produce reports that will help establish a risk profile from which a
mitigation strategy can be developed.

Do you want to:
Step Through Assessment Creation | Step Through Assessment Creation |

Configure an existing assessment. | Manage Assessments |

Answer questions in an assessment. | Respond toan Assessment |

Review the results of an assessment. | View Assessment Results |
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[Logout]

Achilles: We will now create an assessment in a few

easy steps!
Begin Assessment Creation | NextStep: Create a New Assessment |
Go back to the initial menu. [ Retun to Main Menu |
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[Logout]

Achilles: Create a New Assessment
Name of Assesment:Educause Example |
Describe assessment scope (include HTML tags):

Create a new assessment with the above [ Next Step: Save New Assessment

name.
Configure an existing assessment. | Manage Assessments |
Go back to the initial menu. | Return to Main Menu |

Dane
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[Logout]

Achilles: Create a New Assessment
Assessment Created with name: Educause Example

Add gatorlink ID's and define roles. | Next Step: Define New Participants |

Configure an existing assessment. | Manage Assessments |
Go back to the initial menu. | Return to Main Menu |
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ACh I ”ES : Using assessment 'Educause Example’

Example assessment for Educause presentation.

Define New Participants

In this section you define the users who can use your assessment(s).
Users only need to be defined once no matter how many assessments you
create.

If you have previously defined users for assessments, you can skip this
step and move to associate previously defined users with this assessment.

If you are stepping through the creation your first assessment, it's
recommended that you define only one user at this time. More users can
be defined later by selecting "Manage Assessments” from the main menu.

Enter the gatorlink ID of the participant to be defined: kbergsma |

Save the above values. | Next Step: Define Participant |

Associate participants with an assessment. | Next Step: Associate Participants |

Configure an existing assessment. | Manage Assessments |
Go back to the initial menu. | Return to Main Menu |
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[Logout]

ACh I | IES : Using assessment 'Educause Example’

Example assessment for Educause presentation.

Define New Participants

This user has already been added

Associate participants with an assessment. | NextStep: Associate Participants |

Add gatorlink ID's and define roles. | Define New Participants |

Configure an existing assessment. | Manage Assessments |

Go back to the initial menu. | Return to Main Menu |
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ACh”lES : Using assessment 'Educzuse Example’ : .

Example assessment for Educause presentation.

Associate Participants
Working with assessment Educause Example.
Assesment Educause Example is currently inactive.

Select from the list below and specify the role (Administrator, User, IT Worker). If you do not see
the user you want listed, you can define them using the 'Define New Participants' button below.

User Role
[OScott Crumpton (scc) | Administrator v |
[¥*]Jim Hranicky (jfh) | Administrator |+ |

Osullivan Beck (sulbeck) | Administrator v |
ODerrius Marlin (dmarlin) | Administrator v |
CMarc Hoit (mhoit) Administrator | |
O Tim Fitzpatrick (timf) | Administrator |+ |
[DJohn Sawyer (jsawyer) | Administrator v |

List of users currently associated with this assessment:

Full Name Username Role
Kathy Bergsma kbergsma IT Worker

Associate the participants with the selected assessment. [ Next Step: Save Association |

Add gatorlink ID's and define roles. [ Define New Participants |
Configure an existing assessment. [ Manage Assessments |
Go back to the initial menu. | Return to Main Menu |

Done
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ACh I | IES : Using assessment 'Educause Example’

Example assessment for Educause presentation.

Associate Participants
User(s) associated with the analysis Educause Example.
Jim Hranicky : jfh

Set the default asset category values. | Next Step: Set Asset Defaults |
Configure an existing assessment. | Manage Assessments |
Go back to the initial menu. | Return to Main Menu |
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ACh I | IES : Using assessment 'Educause Example’

Example assessment for Educause presentation.

For each asset, select the value that corresponds best to your unit assets.

Information |Highvalue (v |

Systems  |Highvalue v |

Applications | Highvalue v |

Networks | Mot Applicable |

Facilities  |LowValue  v|

Save Asset Value Defaults | Next Step: Save Asset Value Defaults |

Configure an existing assessment. [ Manage Assessments |

Go back to the initial menu. | Returmn to Main Menu |

Dane
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ACh I | IES : Using assessment 'Educause Example’

Example assessment for Educause presentation.

Responses Saved

Set Threat Probability Defaults | Next Step: Set Threat Probability Defaults

Go back to the initial menu. [ Returnto Main Menu |
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ACh I | IES : Using assessment 'Educause Example’

Example assessment for Educause presentation.

For each threat, select the value that corresponds best to the probability
that the threat will exploit vulnerabilities.

Equipment Loss | Probable v|
Miscommunication | Probable v|
Implementation Error | Probable v |
Equipment Theft | Probable v |
Social Engineering | Probable v|
Self replicating malware | Probable v|
Malware that requires user interaction | Probable v |
Malicious Scan | Probable v |
Malicious unauthorized access | Probable v|
Physical break-in | Probable v|
Process violation | Unlikely v |
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Process violation
Eavesdropping
Software malfunction
Hardware malfunction
Process malfunction

| Unlikely v |
| Unlikely v|
| Probable hd |
| Frobable hd |
| Unlikely v |

Electronic emanation/electro-magnetic pulse | Not Applicable

Hazardous materials

Fire

Flood

Lightning

Damaging Wind

Power Disruption
Temperature/Humidity Extremes
Malicious authorized user

Save Answers

| Mot Applicable

| Mot Applicable

| Mot Applicable

| Mot Applicable

| Mot Applicable

| Mot Applicable

| Mot Applicable

| Probable

[ Save Threat Probability Value Defaults ]

Configure an existing assessment. [ Manage Assessments |

Go back to the initial menu.

[ Return to Main Menu ]
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ACh I | IES « Using assessment 'Educause Example'
Example assessment for Educause presentation.

Responses Saved

Set Threat Impact Defaults | NextStep: Set ThreatImpact Defaults

Go back to the initial menu. [ Retun to Main Menu







