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f sq. bl ogspot . com%3Ef r ee+st ock+quot es%3C%2Fa%3E%0D%0A%3Ca+hr ef %3Dht t p%3A%2F%2Fni nt endo- wi i - i n- st ock-
nwi s. bl ogspot . com%3Eni nt endo+wi i +i n+st ock%3C%2Fa%3E%0D%0A%3Ca+hr ef %3Dht t p%3A%2F%2Fr eal - est at e- i nvest i ng- r ei -
r ei . bl ogspot . com%3Er eal +est at e+i nvest i ng%3C%2Fa%3E%0D%0A%3Ca+hr ef %3Dht t p%3A%2F%2Fst em- cel l - r esear ch-
scr . bl ogspot . com%3Est em+cel l +r esear ch%3C%2Fa%3E%0D%0A%3Ca+hr ef %3Dht t p%3A%2F%2Fst ock- mar ket - cr ash-
smc. bl ogspot . com%3Est ock+mar ket +cr ash%3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l s l ex%2Fhoodi a-
di et -
pi l l s. ht ml +%22%3Ehoodi a+di et +pi l l s%3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l s l ex%2Fhoodi a-
gor doni i . ht ml +%22%3Ehoodi a+gor doni i %3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l sl ex%2Fhoodi a-
pat ch. ht ml +%22%3Ehoodi a+pat ch%3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l s l ex%2FHoodi Thi n. ht ml +%
22
SRC:  %3EHoodi Thi n%3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l s l ex%2FHoodi Thi n- di et -
pi l l s. ht ml +%22%3EHoodi Thi n+di et +pi l l s%3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l s l ex%2Fhot -
l ady. ht ml +%22%3Ehot +l ady%3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l s l ex%2Fl i ebes-
cockt ai l . ht ml +%22%3El i ebes+cockt ai l %3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l sl ex%2Fl i ebes-
zucker . ht ml +%22%3El i ebes+zucker %3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l sl ex%2Fl i pi t or - si de-
ef f ect s. ht ml +%22%3El i pi t or +si de+ef f ect s%3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l s l ex%2Fphent e
r mi ne-
pi l l s. ht ml +%22%3Ephent er mi ne+pi l l s%3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l s l ex%2Fpot ency-
t ot al . ht ml +%22%3Epot ency+t ot al %3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l sl ex%2Fspani sche-
f l i ege. ht ml +%22%3Espani sche+f l i ege%3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l s l ex%2Ft opr ol -
x l . ht ml +%22%3Et opr ol +xl %3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l sl ex%2Ft r amadol -
hcl . ht ml +%22%3Et r amadol +hcl %3C%2Fa%3E%0D%0A%3Ca+hr ef %3D%22+ht t p%3A%2F%2Fhomet own. aol . com%2Fpi l l s l ex%2Ft r i mox. ht ml +%22%3E
t r i mox%3C%2Fa%3E%0D

free+stock+quotes

phentermine+pills

lipitor+side+effects

HoodiaThin+diet+pills

real+estate+investing
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W0��W. �� ?� � � �) � � � � �� � �
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Count : 2 Event #1. 284008 2007- 02- 08 15: 01: 18
WEB- FRONTPAGE / _vt i _bi n/  access
130. 60. 28. 29 - > 130. 58. 64. 81
I PVer =4 hl en=5 t os=0 dl en=572 I D=39018 f l ags=2 of f set =0 t t l =48 chksum=20333
Pr ot ocol :  6 spor t =53439 - > dpor t =80

Seq=2495004954 Ack=729763238 Of f =8 Res=0 Fl ags=* * * AP* * *  Wi n=5840 ur p=7547 chksum=0
Payl oad:
47 45 54 20 2F 5F 76 74 69 5F 62 69 6E 2F 6F 77 GET / _vt i _bi n/ ow
73 73 76 72 2E 64 6C 6C 3F 55 4C 3D 31 26 41 43 ssvr . dl l ?UL=1&AC
54 3D 34 26 42 55 49 4C 44 3D 36 32 35 34 26 53 T=4&BUI LD=6254&S
54 52 4D 56 45 52 3D 34 26 43 41 50 52 45 51 3D TRMVER=4&CAPREQ=
30 20 48 54 54 50 2F 31 2E 30 0D 0A 41 63 63 65 0 HTTP/ 1. 0. . Acce
70 74 3A 20 2A 2F 2A 0D 0A 41 63 63 65 70 74 2D pt :  * / * . . Accept -
45 6E 63 6F 64 69 6E 67 3A 20 67 7A 69 70 2C 20 Encodi ng:  gz i p,  
64 65 66 6C 61 74 65 0D 0A 48 6F 73 74 3A 20 7A def l at e. . Host :  z
79 67 6F 74 65 2E 73 77 61 72 74 68 6D 6F 72 65 ygot e. swar t hmor e
2E 65 64 75 0D 0A 50 72 61 67 6D 61 3A 20 6E 6F . edu. . Pr agma:  no
2D 63 61 63 68 65 0D 0A 55 73 65 72 2D 41 67 65 - cache. . User - Age
6E 74 3A 20 4D 6F 7A 69 6C 6C 61 2F 34 2E 30 20 nt :  Mozi l l a/ 4. 0 
28 63 6F 6D 70 61 74 69 62 6C 65 3B 20 4D 53 49 ( compat i bl e;  MSI
45 20 36 2E 30 3B 20 57 69 6E 64 6F 77 73 20 4E E 6. 0;  Wi ndows N
54 20 35 2E 30 29 0D 0A 58 2D 56 65 72 6D 65 65 T 5. 0) . . X- Ver mee
72 2D 43 6F 6E 74 65 6E 74 2D 54 79 70 65 3A 20 r - Cont ent - Type:  
61 70 70 6C 69 63 61 74 69 6F 6E 2F 6F 63 74 65 appl i cat i on/ oct e
74 2D 73 74 72 65 61 6D 0D 0A 56 69 61 3A 20 31 t - s t r eam. . Vi a:  1
2E 31 20 53 56 30 30 37 33 30 2E 75 73 7A 2E 63 . 1 SV00730. usz. c
68 3A 38 30 38 30 20 28 73 71 75 69 64 2F 32 2E h: 8080 ( squi d/ 2.
36 2E 53 54 41 42 4C 45 39 29 2C 20 31 2E 31 20 6. STABLE9) ,  1. 1 
77 65 62 77 61 73 68 65 72 20 28 57 65 62 77 61 webwasher ( Webwa …et c.
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� � � � 	 
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W0��W. �� � � � � � � � �) �
Ti mest amp: 2007- 02- 08 15: 01: 18
Sr c I P: 130. 60. 28. 29 ( uszpr oxy. uni zh. ch)
Dst I P: 130. 58. 64. 81 ( l ar ch. i t s. swar t hmor e. edu)
Sr c Por t : 53439
Dst Por t : 80
OS Fi nger pr i nt : 130. 60. 28. 29: 53439 - Li nux  2. 4- 2. 6 ( NAT! )  ( up:  10333 hr s)  
OS Fi nger pr i nt : - > 130. 58. 64. 81: 80 ( di st ance 16,  l i nk:  GPRS,  T1,  Fr eeS/ WAN)

SRC:  GET / _vt i _bi n/ owssvr . dl l ?UL=1&ACT=4&BUI LD=6254&STRMVER=4&CAPREQ=0 HTTP/ 1. 0
SRC:  Accept :  * / *
SRC:  Accept - Encodi ng:  gzi p,  def l at e
SRC:  Host :  zygot e. swar t hmor e. edu
SRC:  Pr agma:  no- cache
SRC:  User - Agent :  Mozi l l a/ 4. 0 ( compat i bl e;  MSI E 6. 0;  Wi ndows NT 5. 0)
SRC:  X- Ver meer - Cont ent - Type:  appl i cat i on/ oct et - st r eam
SRC:  Vi a:  1. 1 SV00730. usz. ch: 8080 ( squi d/ 2. 6. STABLE9) ,  1. 1 webwasher ( Webwasher
5. 3. 0. 2310) ,  1. 1 SV00731. usz. ch: 8080 ( squi d/ 2. 6. STABLE9)
SRC:  X- For war ded- For :  144. 200. 38. 155,  144. 200. 18. 12
SRC:  Cache- Cont r ol :  max- age=259200
SRC:  Connect i on:  keep- al i ve

DST:  HTTP/ 1. 1 404 Not  Found
DST:  Dat e:  Thu,  08 Feb 2007 15: 03: 06 GMT
…
DST:  <TI TLE>404 Not  Found</ TI TLE>
DST:  </ HEAD><BODY>
DST:  <H1>Not  Found</ H1>
DST:  The r equest ed URL / _v t i _bi n/ owssvr . dl l was not  f ound on t hi s ser ver . <P>



19

� ��� � � � � � �� 	 
 
 	 � �

 � �

� � � � � � � � � 	 
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 	 � �

&� � � � � � �� � �

� &� � � �� 
 � 
 � �) � � � �A, �� � � ���� �� � K�� � # �� � . �� � �0� �
� � � ) �� � ���� � � � # � � � �� � �� � 
 � � � �) � � �

� ��� � � � � � �� 	 
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 	 � �

5� � �# � �6  � � ( �� � � ����
SRC:  GET / cover . GI F HTTP/ 1. 0
SRC:  Accept :  * / *
SRC:  Accept - Encodi ng:  gzi p,  def l at e
SRC:  Accept - Language:  de
SRC:  Host :  zygot e. swar t hmor e. edu
SRC:  Ref er er :  ht t p: / / zygot e. swar t hmor e. edu/ i ndex. ht ml
SRC:  User - Agent :  Mozi l l a/ 4. 0 ( compat i bl e;  MSI E 6. 0;  Wi ndows NT 5. 0)
SRC:  Vi a:  1. 1 SV00730. usz. ch: 8080 ( squi d/ 2. 6. STABLE9) ,  1. 1 webwasher ( Webwasher
5. 3. 0. 2310) ,  1. 1 SV00731. usz. ch: 8080 ( squi d/ 2. 6. STABLE9)
SRC:  X- For war ded- For :  144. 200. 38. 155,  144. 200. 18. 12
SRC:  Cache- Cont r ol :  max- age=259200
SRC:  Connect i on:  keep- al i ve
SRC:  

DST:  HTTP/ 1. 1 200 OK
DST:  Dat e:  Thu,  08 Feb 2007 15: 03: 23 GMT
DST:  Ser ver :  Apache/ 1. 3. 33 ( Dar wi n)  mod_j k/ 1. 2. 6 PHP/ 4. 4. 4 mod_per l / 1. 29
DST:  Cache- Cont r ol :  max- age=3600
DST:  Expi r es:  Thu,  08 Feb 2007 16: 03: 23 GMT
DST:  Last - Modi f i ed:  Tue,  05 Jan 1999 21: 40: 58 GMT
DST:  ETag:  " 2cda8- 6425- 369286ea"
DST:  Accept - Ranges:  byt es
DST:  Cont ent - Lengt h:  25637
DST:  Connect i on:  c l ose
DST:  Cont ent - Type:  i mage/ gi f
DST:  
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�&� ( �� � � � 9� � � � � 
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- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Count : 1 Event #1. 284124 2007- 02- 08 19: 33: 29
I CMP Dest i nat i on Unr eachabl e Communi cat i on wi t h Dest i nat i on Host i s 
Admi ni s t r at i vel y  Pr ohi bi t ed

130. 58. 64. 184 - > 71. 16. 167. 215
I PVer =4 hl en=5 t os=192 dl en=76 I D=33432 f l ags=0 of f set =0 t t l =255 chksum=34430
Pr ot ocol :  1 Type=3 Code=10 chksum=44786 I D= seq=

Payl oad:
00 00 00 00 45 00 00 30 34 62 40 00 72 06 22 8C . . . . E. . 04b@. r . " .
47 10 A7 D7 82 3A 40 B8 06 50 13 23 38 A6 CE 84 G. . . . : @. . P. #8. . .
00 00 00 00 70 02 40 00 70 F7 00 00 02 04 05 64 . . . . p. @. p. . . . . . d
01 01 04 02                                     . . . .

� � � �0� � �
 � � �� � ) 
 . ��� �� � �0�� � � �� � �
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&� � � � � � �� � �

Port 4899:
remote exploitable vulnerability 
in Radmin server 

Radmin Default install options 
vulnerability
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( � � � � �� � � �� �� � �
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Count : 1 Event #1. 275569 2007- 02- 08 05: 48: 59
BLEEDI NG- EDGE Web Pr oxy GET Request
66. 92. 231. 74 - > 130. 58. 64. 66
I PVer =4 hl en=5 t os=0 dl en=287 I D=62096 f l ags=2 of f set =0 t t l =120 chksum=8997
Pr ot ocol :  6 spor t =1705 - > dpor t =80

Seq=3158860794 Ack=3027765391 Of f =5 Res=0 Fl ags=* * * AP* * *  Wi n=65535 ur p=42334 chksum=0

Payl oad:
47 45 54 20 68 74 74 70 3A 2F 2F 77 65 62 6C 6F GET ht t p: / / webl o
67 73 2E 73 77 61 72 74 68 6D 6F 72 65 2E 65 64 gs. swar t hmor e. ed
75 2F 62 75 72 6B 65 2F 3F 70 3D 32 30 38 2F 20 u/ bur ke/ ?p=208/  
48 54 54 50 2F 31 2E 30 0D 0A 41 63 63 65 70 74 HTTP/ 1. 0. . Accept
3A 20 74 65 78 74 2F 68 74 6D 6C 2C 20 74 65 78 :  t ext / ht ml ,  t ex
74 2F 70 6C 61 69 6E 0D 0A 41 63 63 65 70 74 2D t / pl ai n. . Accept -
45 6E 63 6F 64 69 6E 67 3A 20 74 65 78 74 2F 68 Encodi ng:  t ext / h
74 6D 6C 2C 20 74 65 78 74 2F 70 6C 61 69 6E 0D t ml ,  t ext / pl ai n.
0A 41 63 63 65 70 74 2D 4C 61 6E 67 75 61 67 65 . Accept - Language
3A 20 65 6E 0D 0A 55 73 65 72 2D 41 67 65 6E 74 :  en. . User - Agent
3A 20 4D 6F 7A 69 6C 6C 61 2F 34 2E 30 20 28 63 :  Mozi l l a/ 4. 0 ( c
6F 6D 70 61 74 69 62 6C 65 3B 20 4D 53 49 45 20 ompat i bl e;  MSI E 
37 2E 30 62 3B 20 57 69 6E 64 6F 77 73 20 4E 54 7. 0b;  Wi ndows NT
20 36 2E 30 29 0D 0A 48 6F 73 74 3A 20 77 65 62  6. 0) . . Host :  web
6C 6F 67 73 2E 73 77 61 72 74 68 6D 6F 72 65 2E l ogs. swar t hmor e.
65 64 75 0D 0A 0D 0A                            edu. . . .
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( � � � � �� � � �� � � � � � � �) �
Ti mest amp: 2007- 02- 08 05: 48: 59
Sr c I P: 66. 92. 231. 74 ( dsl 092- 231- 074. phl 1. dsl . speakeasy. net )
Dst I P: 130. 58. 64. 66 ( webl ogs. i t s. swar t hmor e. edu)
Sr c Por t : 1705
Dst Por t : 80
OS Fi nger pr i nt : 66. 92. 231. 74: 1705 - Wi ndows 2000 SP4,  XP SP1+ 
OS Fi nger pr i nt : - > 130. 58. 64. 66: 80 ( di st ance 8,  l i nk:  GPRS,  T1,  Fr eeS/ WAN)

SRC:  GET ht t p: / / webl ogs. swar t hmor e. edu/ bur ke/ ?p=208/  HTTP/ 1. 0
SRC:  Accept :  t ex t / ht ml ,  t ext / pl ai n
SRC:  Accept - Encodi ng:  t ext / ht ml ,  t ext / pl ai n
SRC:  Accept - Language:  en
SRC:  User - Agent :  Mozi l l a/ 4. 0 ( compat i bl e;  MSI E 7. 0b;  Wi ndows NT 6. 0)
SRC:  Host :  webl ogs. swar t hmor e. edu

DST:  HTTP/ 1. 1 200 OK
DST:  Dat e:  Thu,  08 Feb 2007 05: 50: 37 GMT
DST:  Ser ver :  Apache
DST:  Accept - Ranges:  byt es
DST:  X- Power ed- By:  PHP/ 4. 3. 2
DST:  X- Pi ngback:  ht t p: / / webl ogs . swar t hmor e. edu/ bur ke/ xml r pc . php
DST:  Connect i on:  c l ose
DST:  Cont ent - Type:  t ext / ht ml ;  char set =UTF- 8
DST:  
DST:  <! DOCTYPE ht ml  PUBLI C " - / / W3C/ / DTD XHTML 1. 0 Tr ansi t i onal / / EN"  
" ht t p: / / www. w3. or g/ TR/ xht ml 1/ DTD/ xht ml 1- t r ansi t i onal . dt d" >
DST:  <ht ml  xml ns=" ht t p: / / www. w3. or g/ 1999/ xht ml " >

Cut & Paste from
Transcript into

HTML file
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2 � � � � � %
 � � �� �

2 &
 � ��� � � �

2 3� � �&� # ) � � � � � � �	 �� � �# �� � �� � �
4 5� � ��� � � . �� 6 �� � � ���� � � � �

4 � � �

2 � � ) �� � # � � � �� � ) � � �� � � �

2 � �� � � �� � � � � � �� �

2 &� � � �
 � �� � �

� ��� � � � � � �� 	 
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 � �

� � � � � � � � � 	 
� � � � 	 
 	 � �

&� � � �
 � �� � �
2 � 
 � � � �� 
 � � �� � � � � � � � � �� � � �� � � �� � �K�� � � � � � �� � � � %�

2 � � %�� � � � �� �
 � �) � %���� %�. � � � �� � %�� � � � H� � �0� � �

2 7 � �� � � � ����� 
 � � M� � �� � � � �� � �5� �� � � 6 4 ) � � � � � �0� �� � � �� � � � � �0�

2 � 8�1
 � � �� � �) � � 0�%� �) � � � � �
 ��
 �� � � � �� � ���� �� �# � ��� �

2 � � 
 ���� 
 �� � �. � �� � � � � �� � � 
 � � � � ��� ��%� � ���� �� � ��� �� � �) � � �� �0� � E
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