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stats

‘connection

Wireshark

transcript

Dshield:
Port & IP

snhort.org

&

20070208 15:33:21 GMT,

Search Packet Payload |~ Hex © Text ¥ NoCase

Sortable
Headings
2 sowers 1262383 20070208 1 S8 13056.64.200 WEB.ISC Linksys routor dfault usemame and passw
1 servers 1.283903 20070208 12:46:23  201.12.186.133 2295 130.58.64.145 80 BLEEDING-EDGE Proxy POST Request
. 1 osevers 128905 20070208 1 GZ45H 53 10566420 5 17 BLEEDING.EDGE DROP Dshield Block Listed Source
H|gher 3 servers 1283917 20070208 132725 125.3375.4 50141 1305864103 80 6  BLEEDINGEDGE Web Proxy GET Requ
. 2 sewvers 1283919 20070208 1. 59.95.7.76 355 1305864145 80 6  BLEEDINGEDGE Proxy POST Request Selected
Severity T o s e e e e e |
2 servers 1284008 2007-02.08 1 130.60.28.29 5330 130.58.64.81 80 6  WEBFRONTPAGE /i bin' access el Alert
t ini til cat ized
Lowe T T=TEIveT TZETT 200 D708 TITZ5Y TS50 T TIUSESTIT L T T Tagqeq Packer
: RT 1 servers 1263999 200702.08 1 130.58.80.125 54718 130586481 80 6 htip_inspect: BARE BYTE UNICODE ENCODING
Seventy RE 2 servers 1280001 2007.0208 14:48:00  81.80.18.1 B 1305864145 80 G spp_streamd: Stoalth Activity Dotected
RT 2 servers 1.284004 20070208 1. 130.58.81.12 52115 130.58.64.175 80 6 http_inspect: BARE BYTE UNICODE ENCODING
RT 2 severs 1204005 20070208 14592 10588142 52015 10SBSLATS 80 6 tay: Tagged Packet
RT 2 sowers 1200018 20070206 1 105892100 503% 13058643 80 6 hup_inspect: OVERSIZE CHUNK ENCODING =
1
1P Resolution | Sensor Status | Snort Statistics || Systeii ffsgs | | Use | ¥ Show PacketData [ Show Rule |
e +— Rule
Swcip: [0602520 § Contents
Src Name: Zproxy.unizh.ch Source IP Dest IP Ver HL TOS len 1D Flags Offset TTL ChkSum
Daip:  [Tm0500T sz [mmsisl |z powk b fw fow
Whois Info | sthane: [rrchisswarimore-san VAPRSF
Whois Query: © None © SrcIP C DstlP. RBHCG S L
oit 10 GKHTMNN  Seq# Ack# Offset Res Window Urp ChkSum
- o LTI X KT [T fososuososs [rzoroozm oo _fooso o frswr Packet
Sensor status | [rems [7 455420 2F 57 76 7460 5F 6260 6F 2° 6F 77 [GET/ vi_biow___ 1 f
( a 7373 76 72 2E 64 6C 6C 3F 55.4C 3D 31 264143 lSsvr.d?UL=18AC Details
54 3D 34 26 42 55 49 4C 44 3D 36 32 35 34 2653 T=48BULD=625485
& stats not 54 524D 56 45 52 3D 34 26 43 4150 5245 51 3D TRMVER=42CAPREQ w/ search
130 20 48 54 54 50 2F 31 2E 30 0D 0A 41 63 63 65 =
shown) H 707434 20 2A 2F 2400 0A 416363657074 2D loHTTP/10. Acce
AN 45 6 63 6F 64 69 6E 67 2A 20 67 74 63 70 2C 20 ot " Accept-
RIPE # Filtered 54 65 66 6C 6174 55 0D 0A 48 6F 73 74 3A 20 7A [Frcodina’ azin
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(

Count : 1 Event#1.275734 2007-02-08 09: 05: 13
BLEEDI NG EDGE Proxy POST Request

89.163. 104.173

Protocol :

Seq=3342922219
Payl oad:

50
6C
65
20
41
74
63
20
20
6B
72
6E
3A
68
73
2F
78
65
6E
0A
70

4F
79
2E
48
67
3A
6F
36
35
6C
65
6F
20
74
2E
73
79
65
74
43
70

53
6E
65
54
65
20
6D
2E
2E
79
2E
2D
2A
74
73
75
2D
70
2D
6F
6C

54
65
64
54
6E
4D
70
30
31
6E
65
63
2F
70
7
62
43
2D
4c
6E
69

20
7
75
50
74
6F
61
3B
29
65
64
61
2A
3A
61
6D
6F
41
65
74
63

-> 130. 58. 64. 96
| PVer=4 hl en=5 tos=0 dl en=418 | D=28171 fl ags=2 of fset=0 ttl =116 chksunr4704
6 sport=1975 -> dport=80

Ack=3953670122

68
73
2F
2F
3A
7A
74
20
oD
77
75
63
oD
2F
72
69
6E
6C
6E
65
61

74
2E
73
31
20
69
69
57
0A
73
oD
68
0A
2F
74
74
6E
69
67
6E
74

74
73
75
2E
55
6C
62
69
48
2E
0A
65
52
7
68
2E
65
76
74
74
69

70
7
62
31
73
6C
6C
6E
6F
73
50
oD
65
65
6D
70
63
65
68
2D
6F

3A
61
6D
0D
65
61
65
64
73
77
72
0A
66
65
6F
68
74
oD
3A
54
6E

O f=5 Res=0 Fl ags=***AP*** W n=65535 urp=64770 chksunr0

2F 2F 77 65 65 6B POST http://week
72 74 68 6D 6F 72 | ynews. swart hnor
69 74 2E 70 68 70 e.edu/ subnit.php
0A 55 73 65 72 2D HTTP/1.1.. User-
72 2D 41 67 65 6E Agent: User-Agen
2F 34 2E 30 20 28 t: Mozilla/4.0 (
3B 20 4D 53 49 45 conpatible; MIE
6F 77 73 20 4E 54 6.0; Wndows NT
74 3A 20 77 65 65 5.1)..Host: wee
61 72 74 68 6D 6F kl ynews. swarthno
61 67 6D 61 3A 20 re. edu..Pragma:

41 63 63 65 70 74 no-cache. . Accept
65 72 65 72 3A 20 : */*. Referer:

6B 6C 79 6E 65 77 http://weekl ynew
72 65 2E 65 64 75 s.swarthnore. edu
70 OD OA 50 72 6F /subnit.php..Pro
69 6F 6E 3A 20 4B xy- Connection: K
OA 43 6F 6E 74 65 eep-Alive..Conte
20 33 32 38 38 0D nt-Length: 3288.
79 70 65 3A 20 61 . Content-Type: a
2F 78 2D 77 77 77 pplication/ x-ww
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! + % . 0

Ti mest anp: 2007-02-08 09: 05: 13

Connection ID: .servers_275734

Src I P: 89.163. 104. 173 (Unknown)

Dst | P: 130. 58. 64. 96 (weekl ynews. i ts. swart hnore. edu)

Src Port: 1975

Dst Port: 80

OS Fingerprint: 89.163. 104. 173: 197 Vndows 2000 SP4, XP SP1+

OS Fingerprint: -> 130. 58. 64. 96: 8Q_(di stance 12, link: GPRS, T1, FreeS/ WA
SRC: POST http://weekl ynews. swart hnore. edu/ submi t. php HTTP/ 1.1

SRC: User-Agent: User-Agent: Mzilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.1)
SRC: Host: weekl ynews. swart hnore. edu

SRC. Pragne: no-cache

SRC. Accept: */*

SRC. Referer: http://weekl ynews. swart hnore. edu/ subni t. php

SRC: Proxy- Connection: Keep-Alive

SRC: Content-Length: 3288

SRC: Content-Type: application/x-ww-formurl encoded

SRC: Expect: 100-continue

DST: HTTP/1.1 100 Conti nue

DST:

16



) $

SRC:
WN_SI D=9231cf 3b9948c75a8ab73c63202f 9a82&ndi fy_whi ch=&r ecor d_i d=&pass_code=&name=| n='= === =0 == =omm—t moss cmoo 0k omoogd)
sp_phone=&emai | =Home%0gmai | . con&di sp_enai | =Home%40gnai | . con&tit| e=&t i me=&l ocati on= free+StOCk+qu0teS Ty+s

§ AN AVEPD AND A e nf 0Bt + 05 ADFIST UL oD | €-
H 1 e+i nsur ancesY8CYRFa%8EYDDYOAYBCa+hr ef 9BDht t pYBAYZFY/&ZH I ee- STOCK- quot es-

real+estate+iNVesting Soeraseiamomacinrersaon ¢ pigmarserni ntendo- i -1 n-stock.

NW S. DI 0gSPOT . CONY@ENI NT enao+w | + n+st 0ckY8CYR FaYBEYWDYOAYBCa+hr ef ¥8Dht t p¥BAYRFYRFr eal - est at e-i nvesting-rei -

rei.bl ogspot. con?BEr eal +est at e+i nvest i ng¥BC/RFaYBEYODYOAYBCa+hr ef ¥8Dht t pYBAYRFIRFst em cel | - resear ch-

scr. bl ogspot . con?/BEst emtcel | +r esear ch¥8CYRFa%BEYDYOAYBCa+hr ef %8Dht t p¥BAYRFIRFst ock- mar ket - cr ash-

snt. bl ogspot . con?BEst ock+mar ket +cr ashy8CYR2Fa%8EYODYOAYBCa+hr ef ¥8DY22+ht t p¥BAYRFI2Fhomet own. aol . con?2Fpi | | sl ex%2Fhoodi a-

diet-

pil'I's. ht M +9%2298Ehoodi a+di et +pi | | sYBCRFaYBEYDDVOAYBCa+hr ef 98DYR2+ht t pYBAYRFY2Fhonet own. aol . con?2Fpi | | sl ex%2Fhoodi a-

gordoni i . ht ml +922%8Ehoodi a+gor doni i ¥BCY2Fa%8EYDYDAYBCa+hr ef 98D%R22+ht t p9BAYRFY@Fhomet own. aol . con?@Fpi | | sl ex%®2Fhoodi a-

pat ch. ht Ml +9229@8Ehondi a+nat chOR(YP FAVRFUNMAAYRCA+hr of ORMR2+ht t pYBAYRFY2Fhonet own. aol . con®@Fpi | | sl ex%2FHoodi Thi n. ht m +%

22 : 5 5 5

SRC 98EHoodi Thi nv@ HOOdlaTh|n+d|et+pI||S JFY@Fhomet own. aol . cond@Fpi | | s| ex9%@FHoodi Thi n- di et -

pills. ht M +9229BEHOUU: 11 i vo v 11 o rwerer wrwe worwnswen - ef 9BDYR2+ht t pYBAYRFYR2Fhonet own. aol . con?@Fpi | | sl ex%@Fhot -

| ady. ht m +922%8Ehot +| adyY8CY2 FaYBEY DYOAYBCa+hr ef 9BDIR2+ht t p¥BAYRFY2Fhonet own. aol . con?@Fpi | | sl ex%2Fl i ebes-

cocktai | . ht M +9229BEl i ebes+cockt ai | ¥BCOYR2FaY%8EYDIDAYBCa+hr ef ¥8DY22+ht t p¥BAYRFY@2Fhomet own. aol . con®@Fpi | | sl ex%&2Fl i ebes-

zucker . ht ni +9229%3E! i ebes+zucker Y8CYRFa¥%BEYODYOAYBCa+hr ef ¥8D¥22+ht t p9BAYRFY2Fhomet own. aol . con®2Fpi | | sl ex%2FI i pi t or - si de-

ef fects. ht nl +9229%3El i pi t or +si de+ef f ect sYBCVRFaYBEYDDYOAYBCa+hr ef 9BDYR2+ht t pYBAYRFYR2Fhomet own. aol . con®2Fpi | | sl ex%2Fphent e

1 1 Il s%BC%R2FaYBEY DYDAYBCa+hr ef 98DIR2+ht t pYBAYRFY@Fhonet own. aol . con?@2Fpi | | sl ex%2Fpot ency-
phentermlne+pllls BCORFaYBEYODIDAYB Ca+hr ef%l)wzmnp%iA‘?ﬁFWFhonel own. aol . con?@Fpi | | zl ewaspanFsche-
fliege. htnl +922%8Espani sche+f | i ege¥B8C%2Fa%BEWD/OAYBCa+hr ef 98DVR2+ht t p¥B8AYRFY@2Fhonet own. aol . con?@Fpi | | sl ex%@Ft opr ol -
x| . ht m +92298Et opr ol +x| YBCRFa%BEYODWAYBC . . 1. aol . com?@Fpi | | sl ex%2Ft r amadol -
hel . ht nl +9229@Et r amadol +hcl YBCYRFaYBEYD DY) ||p|tor+s|de+effects ‘town. aol . con¥@Fpi | | sl ex0@Ft ri nox. ht i +92298E
tri mx%BC/RFa%8ED
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Count : 2 Event #1. 284008 2007-02-08 15:01: 18

VEB- FRONTPAGE / _vti _bin/ access

130. 60. 28.29 -> 130.58. 64.81

I PVer =4 hl en=5 tos=0 dl en=572 1 D=39018 flags=2 of fset=0 ttl=48 chksum=20333
Protocol: 6 sport=53439 -> dport =80

Seq=2495004954 Ack=729763238 O f =8 Res=0 Fl ags=***AP*** W n=5840 ur p=7547 chksunmr0
Payl oad:

47 45 54 20 2F 5F 76 74 69 5F 62 69 6E 2F 6F 77 GET /_vti _bin/ow
73 73 76 72 2E 64 6C 6C 3F 55 4C 3D 31 26 41 43 ssvr.dl | ?U.=1&AC
54 3D 34 26 42 55 49 4C 44 3D 36 32 35 34 26 53 T=4&BUl LD=6254&S
54 52 4D 56 45 52 3D 34 26 43 41 50 52 45 51 3D TRWER=48&CAPREQ-
30 20 48 54 54 50 2F 31 2E 30 OD OA 41 63 63 65 0 HTTP/1.0..Acce
70 74 3A 20 2A 2F 2A 0D OA 41 63 63 65 70 74 2D pt: */*..Accept-
45 6E 63 6F 64 69 6E 67 3A 20 67 7A 69 70 2C 20 Encoding: gzip,
64 65 66 6C 61 74 65 0D OA 48 6F 73 74 3A 20 7A deflate..Host: z
79 67 6F 74 65 2E 73 77 61 72 74 68 6D 6F 72 65 ygote.swarthnore
2E 65 64 75 0D OA 50 72 61 67 6D 61 3A 20 6E 6F .edu..Pragma: no
2D 63 61 63 68 65 0D OA 55 73 65 72 2D 41 67 65 -cache.. User-Age
6E 74 3A 20 4D 6F 7A 69 6C 6C 61 2F 34 2E 30 20 nt: Mzilla/4.0
28 63 6F 6D 70 61 74 69 62 6C 65 3B 20 4D 53 49 (conpatible; Ml
45 20 36 2E 30 3B 20 57 69 6E 64 6F 77 73 20 4E E 6.0; Wndows N
54 20 35 2E 30 29 OD OA 58 2D 56 65 72 6D 65 65 T 5.0)..X-Vernee
72 2D 43 6F 6E 74 65 6E 74 2D 54 79 70 65 3A 20 r-Content-Type:
61 70 70 6C 69 63 61 74 69 6F 6E 2F 6F 63 74 65 application/octe
74 2D 73 74 72 65 61 6D OD OA 56 69 61 3A 20 31 t-stream.Via: 1
2E 31 20 53 56 30 30 37 33 30 2E 75 73 7A 2E 63 .1 SV00730.usz.c
68 3A 38 30 38 30 20 28 73 71 75 69 64 2F 32 2E h:8080 (squid/2.
36 2E 53 54 41 42 4C 45 39 29 2C 20 31 2E 31 20 6. STABLE9), 1.1
77 65 62 77 61 73 68 65 72 20 28 57 65 62 77 61 webwasher (Wbwa ..etc.

VO W )

Ti nest anp: 2007-02-08 15:01:18

Src IP: 130. 60. 28. 29 (uszproxy. uni zh. ch)

Dst | P: 130. 58. 64. 81 (larch.its. swarthnore. edu)

Src Port: 53439

Dst Port: 80

CS Fingerprint: 130. 60. 28.29: 53439 - Linux 2.4-2.6 (NAT!) (up: 10333 hrs)

CS Fingerprint: -> 130.58.64.81:80 (distance 16, link: GPRS, T1, FreeS/ WAN)

SRC: GET /_vti_bin/owssvr.dl | 2UL=1&ACT=4&BUl LD=6254&STRWER=4&CAPREQ=0 HTTP/ 1.0
SRC: Accept: */*

SRC: Accept - Encodi ng: gzip, deflate

SRC: Host: zygote.swarthnore. edu

SRC: Pragma: no-cache

SRC: User-Agent: Mzilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.0)

SRC: X- Verneer - Cont ent - Type: application/octet-stream

SRC: Via: 1.1 SV00730.usz.ch:8080 (squid/2.6.STABLE9), 1.1 webwasher (Webwasher
5.3.0.2310), 1.1 SV00731.usz.ch: 8080 (squid/2.6.STABLE9)

SRC: X- Forwar ded- For: 144.200.38. 155, 144.200.18.12

SRC: Cache-Control: max-age=259200

SRC: Connection: keep-alive

DST: HTTP/1.1 404 Not Found
DST: Date: Thu, 08 Feb 2007 15:03:06 GMI

DST: <TI TLE>404 Not Found</TI TLE>

DST: </ HEAD><BODY>

DST: <H1>Not Found</Hl>

DST: The requested URL /_vti_bin/owssvr.dl|l was not found on this server.<P>




5

SRC:
SRC:
SRC:
SRC:
SRC:
SRC:
SRC:

# 6

GET /cover. G F HTTP/ 1.0

Accept: */*

Accept - Encodi ng: gzip, deflate

Accept - Language: de

Host: zygote. swarthnore. edu

Referer: http://zygote.swarthnore. edu/i ndex. ht m

User-Agent: Mozilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.0)
: Via: 1.1 SV00730.usz.ch: 8080 (squid/2.6.STABLE9), 1.1 webwasher (Webwasher
.0.2310), 1.1 SV00731.usz.ch: 8080 (squid/2.6. STABLE9)

X- Forwar ded- For: 144.200. 38. 155, 144.200. 18. 12

Cache- Control : nax-age=259200

Connection: keep-alive

HTTP/ 1.1 200 K

Date: Thu, 08 Feb 2007 15:03:23 GMI

Server: Apache/1.3.33 (Darwin) nod_jk/1.2.6 PHP/4.4.4 nod_perl/1.29
Cache- Control : max-age=3600

Expires: Thu, 08 Feb 2007 16:03:23 GMI
Last-Modified: Tue, 05 Jan 1999 21:40:58 GMI
ETag: "2cda8-6425-369286ea"

Accept - Ranges: bytes

Cont ent - Lengt h: 25637

Connection: close

Cont ent - Type: inage/gif
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Count : 1 Event#1. 284124 2007-02-08 19: 33: 29
I CWP Destination Unreachabl e Communication with Destination Host is
Adni ni stratively Prohibited

130.58.64.184 -> 71.16.167. 215
| PVer =4 hl en=5 to0s=192 dl en=76 | D=33432 flags=0 of fset=0 ttl =255 chksum=34430
Protocol: 1 Type=3 Code=10 chksunr44786 | D= seq=

Pay! oad:

00 00 00 00 45 00 00 30 34 62 40 00 72 06 22 8C ....E. .04b@r.".
47 10 A7 D7 82 3A 40 B8 06 50 13 23 38 A6 CE 84 G....: @.P.#8...
00 00 00 00 70 02 40 00 70 F7 00 00 02 04 05 64 ....p.@p...... d
01 01 04 02

0 ). 0

20



Port 4899:
remote exploitable vulnerability
in Radmin server

Radmin Default install options
vulnerability
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Count: 1 Event#1.275569 2007-02-08 05:48:59

BLEEDI NG EDGE Wb Proxy GET Request

66.92.231.74 -> 130.58. 64. 66

| PVer =4 hl en=5 tos=0 dl en=287 | D=62096 flags=2 offset=0 ttl =120 chksum=8997
Protocol: 6 sport=1705 -> dport =80

Seq=3158860794 Ack=3027765391 Off =5 Res=0 Fl ags=***AP*** W n=65535 urp=42334 chksunv0

Payl oad:

47 45 54 20 68 74 74 70 3A 2F 2F 77 65 62 6C 6F GET http://weblo
67 73 2E 73 77 61 72 74 68 6D 6F 72 65 2E 65 64 gs.swarthnore. ed
75 2F 62 75 72 6B 65 2F 3F 70 3D 32 30 38 2F 20 u/burke/ ?p=208/

48 54 54 50 2F 31 2E 30 OD OA 41 63 63 65 70 74 HTTP/1.0..Accept
3A 20 74 65 78 74 2F 68 74 6D 6C 2C 20 74 65 78 : text/htm, tex
74 2F 70 6C 61 69 6E 0D OA 41 63 63 65 70 74 2D t/plain..Accept-
45 6E 63 6F 64 69 6E 67 3A 20 74 65 78 74 2F 68 Encoding: text/h
74 6D 6C 2C 20 74 65 78 74 2F 70 6C 61 69 6E OD tnl, text/plain.
OA 41 63 63 65 70 74 2D 4C 61 6E 67 75 61 67 65 . Accept-Language
3A 20 65 6E OD OA 55 73 65 72 2D 41 67 65 6E 74 : en.. User- Agent
3A 20 4D 6F 7A 69 6C 6C 61 2F 34 2E 30 20 28 63 : Mzilla/4.0 (c
6F 6D 70 61 74 69 62 6C 65 3B 20 4D 53 49 45 20 onpatible; MSIE
37 2E 30 62 3B 20 57 69 6E 64 6F 77 73 20 4E 54 7.0b; Wndows NT
20 36 2E 30 29 0D OA 48 6F 73 74 3A 20 77 65 62 6.0)..Host: web
6C 6F 67 73 2E 73 77 61 72 74 68 6D 6F 72 65 2E | ogs. swarthnore.
65 64 75 0D OA 0D OA edu. ...

22



( )

Ti mest anp: 2007-02-08 05:48:59

Src I P: 66.92.231.74 (dsl 092-231- 074. phl 1. dsl . speakeasy. net)
Dst | P: 130. 58. 64. 66 (webl ogs.its.swarthnore. edu)

Src Port: 1705

Dst Port: 80

OS Fingerprint: 66.92.231. 74: 1705 - W ndows 2000 SP4, XP SP1+

OS Fingerprint: -> 130. 58. 64. 66: 80 (distance 8, link: GPRS, T1, FreeS/ WAN)

SRC: GET http://webl ogs. swart hnor e. edu/ bur ke/ ?p=208/ HTTP/ 1.0

SRC: Accept: text/htm, text/plain

SRC: Accept-Encoding: text/htnl, text/plain

SRC: Accept - Language: en

SRC: User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0b; Wndows NT 6.0)
SRC: Host: webl ogs. swarthnore. edu

DST: HTTP/1.1 200 OK Cut & Paste from
DST: Date: Thu, 08 Feb 2007 05:50: 37 GMI : :

DST: Server: Apache Transcrlpt. Into
DST: Accept - Ranges: bytes HTML file

DST: X- Power ed-By: PHP/4.3.2

DST: X- Pingback: http://webl ogs. swarthnore. edu/ burke/ xnm r pc. php
DST: Connection: close

DST: Content-Type: text/htm; charset=UTF-8

DST: <! DOCTYPE htni PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN'
"http://ww.w3. org/ TR/ xht ml 1/ DTD/ xht Ml 1-transi ti onal . dtd" >
DST: <html xml ns="http://ww.w3.org/ 1999/ xhtm ">
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