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SURVEY RESPONDENTS
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2010 Survey Responses

= 1,726 invitations
= 323 respondents

= 18.7% response
rate

= Doctorals
overrepresented

= Associate’s
Institutions most
underrepresented

= Reprises 2005 study

= 403 respondents
in 2005

= 137 responded to
both surveys
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MOTIVATORS AND CHALLENGES FOR ID
MANAGEMENT INITIATIVES
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Security/privacy best practices 81%

|

MOTIVATORS FOR
PURSUIT OF IDENTITY Enhanced user services and

MANAGEMENT satisfaction — >7%
] ] ] Regulatory compliance (e.g., o
= Security and privacy remain the ripaa, o6 Act, rerea) TN =%
primary motivator for [dM. Position the institution for |
= Positioning the institution for ‘mp'eme”ti‘jjt:;rt‘it"; federated [N 28%
federated identity was selected Cost reduction/increased I
1.7 times as often in 2010 as in officiencies B
2005; no other motivator varied -
significantly by year e [ o
= Doctoral and liberal arts (BA) | T
institutions were each twice as ~ "MProveTens in our technical g ) 6o
likely as others to select cost -

redUCtiOn/ increased efﬁCienCy Strategic value/opportunities - 14%
as a top motivator and one-third i

as likely to select keeping
current with accepted IT
directions.

Reduce vendor dependencies 1%

Other 1%

1 1 | | J
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CHALLENGES TO
PURSUIT OF IDENTITY
MANAGEMENT

= Most of the top challenges are
organizational rather than
technical.

= Difficulty developing campus
policies and procedures was
selected half as often in 2010 as
in 2005.

= Two technical challenges were
selected half as often in 2010 as
in 2005: immaturity of technical
solutions and problems with
vendor software and support.

= The rain falls equally on all
parades: challenges did not vary
meaningfully by Carnegie class
or institution size or control.
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Higher IT priorities

Adequate funding is not available

Lack of IT staff expertise

Difficulty developing campus
policies and procedures

Difficulty implementing campus
policies and procedures

Lack of ownership of identity
management by a central group

Data integrity problems
(consistency, accuracy, etc.)

Lack of institutional senior
management's support

Technical solutions are too
immature

Problems with our institution's
technologies/infrastructure

Lack of acceptable ROI

Problems with vendor software
and support

Other
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BENEFITS OF ID MANAGEMENT
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Immediate deprovisioning on user

departure __!-

IDENTITY Appropriate ID proofing confidence
MANAGEMENT T

Track unauthorized activity
BENEFITS [

. . Self-service 3.4 4.1
= Mean importance of benefits
exceeded mean capability by Single affiliations source 3.4

0.3 to 0.9 points.

= Performance is improving: in
the Iongitudinal Sample, Reduced or single sign-on
mean “Capabi”ty gap” Immediate role change
between importance and
capability was 1.0 points in
2005 and only 0.6 points in Scalable authorization and

authentication

w
N

Immediate new-user enablement

w
w

w
(68}

User access to off-campus resources

(68)
(o)}

T T T T T T T T
W
. s o S . ¢
S*’
s - w © IN I =
. Vo) .
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2010.
. Strong authentication 3.2 3
= Capability scores were
averaged for each institution Appropriate guest access 3.0 3.7
to y|6|d a CompOSite Non-institutional user access to our
“capability score,” one of this resources B
study’s primary measures of Decentralize account management m
IdM success. | | |
1 2 3 4
Mean*

M Capability ™ Importance increment
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IDM BENEFIT CAPABILITY, BY BENEFIT IMPORTANCE

Capability
ECIE
3.27

Mean* Capability

Aépropriate ID proofing

confidence
Scalable authorization and * Immediate
authentication® | @ deprovisioning
Self-service on user departure

e .~ Track unauthorized activity

Single affiliations sour
? 3

Non-institutional user
access to our resources

User access to off-campus resourceg
Strong authentication

Appropriate guest access @ .

Immediate role ehange

IdM Investment Priorities

5.0

25
Decentralize account
management Importance
median
3.95
2‘0 1 1 | J
3.0 3.5 4.0 4.5

2.5
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INITIATING AND FUNDING ID MANAGEMENT PROJECTS

CENTER FOR
EDUCAUSE | {pp|(ED RESEARCH




RESOURCES FOR IDM TRACK WITH SENIOR MANAGEMENT
UNDERSTANDING

Mean*

Strongly disagree or Neutral Agree or strongly agree
disagree

M Institution's senior management understands the benefits of investing in IdM
M Institution's senior management understands the costs of IdM
*Scale: 1=strongly disagree, 2=disagree, 3=neutral, 4=agree, 5=strongly agree
= In both years, where senior management understood IdM costs and benefits, mean

agreement about resource provision was at least a full point higher.

= Those agreeing that senior management understood the benefits of IdM increased by
43% from 2005 to 2010; those agreeing it understood the costs more than doubled.
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COORDINATING IDM PROJECTS

|dM projects became more focused between 2005 and 2010.
In 2010:

= They were 50% more likely to stand alone, 25% less likely to be
bundled with security projects and 33% less likely to be bundled
with portal projects.

= They were equally likely to be funded through one-time campus
budget allocations but 60% less likely to have their funding
bundled into other project budgets such as an ERP.

= They were about half as likely to be sponsored by IT
administrators other than the CIO or chief information security
officer.
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FIVE CORE ELEMENTS OF ID MANAGEMENT
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FIVE CORE IDENTITY MANAGEMENT ELEMENTS

Enterpnse

Authent'\cat'\on Dlrectory

Role-Based
Authentication

Federated
Identity
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FIVE CORE ELEMENTS OF IDENTITY MANAGEMENT

= Authentication: Are you who you say you are? By authenticating with
trusted credentials, you let networks, systems, and applications know
you can be trusted.

= Enterprise Directory: Does your institution have a single,
authoritative repository of information about IT resources and their
users? An enterprise directory will provide one.

= Reduced or Single Sign-On: How many usernames and passwords
must you juggle to access the IT resources you need? Reduced or
single sign-on technologies can help keep that number manageable.

= Automated Role- or Privilege-based Authorization: What do you
need IT resources for? In complex IT environments, the process of
empowering users to carry out their roles can benefit from automation.

= Federated ldentity: Do you need to use IT resources that another
institution maintains and protects? An identity federation lets you use
locally assigned credentials to gain access to remote resources.
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Authentication

ldentity Proofing:

= Relatively few
Institutions are
engaged in these
activities.

= Larger numbers are not

planning to become
engaged in them.

= Higher standards for

users in sensitive roles

are least common.
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Differentiated Identity Proofing for Constituencies

Use different methods of identity
proofing for different groups of on- |15% 36% 17% 33%
campus visitors (N=318)

Use different methods of identity
proofing for different groups of off-
campus affiliates (e.g., parents,
alumni) (N=320)

14% 34% 19% 32%

Require stronger identity proofing for
faculty and staff in sensitive roles than

0, o) o) (o)
for those not in sensitive roles 10% B2 A =

(N=319)
0% 20% 40% 60% 80% 100%
Percentage of Institutions
Don't know Not planningtodo ® Planningtodo ® Doing
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Authentication

Progress In Application of Identifier Policies and Practices

80% 75%

2010 Saw Progress In:

= Use of strong passwords

= Use of “unique for all
time” identifiers

= Prohibiting transmission
of unencrypted

60%

40%

20%

Percentage of Institutions

passwords .
0%
Using strong passwords Identifiers unique for all Prohibiting unencrypted
(N=125) time in all cases passwords in all cases
(N=127) (N=122)

m 2005 ™ 2010
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Authentication Methods In Use

Authentication Comventionel passordPN vz I
Strong password (N=310) 1%% v}/ 77%
= Passwords remain the Kerberos (N=272) - 7 I
primary authentication ]
PKI certificate (software) (N=278) | 14% 52% 14%  20%
method. - Ex
- Kerberos IS used by a PKI hardware token (N=269) | 16% 67% 12% 6%
third of respondent !
institutions (and by more SecurelD-styI&czr;g)ime password 139% "
than half of doctorals). :
Strong passwords and Other multi-factor authentication 139 519 -
" methods (N=276) 0 . : i
multi-factor methods ]
Other than biometriC ID Biometric identification (N=269) | 14% 74%

are relatively often
planned.

0% 20% 40% 60% 80% 100%

Percentage of Institutions

Don't know Not planning to use  E Planning to use B Using
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Enterprise
Directory

Enterprise Directory:

= Fully operational imple-
mentations (FOIs) nearly
doubled between 2005 and
2010.

= Larger institutions more
often reported FOls.

= EDs are used most for
authentication and
authorization and to store
affiliation and group
Information, and less often
for other functions.
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Stage of Implementation of Enterprise Directory, by

Fully operational

Implementing or
partially operational

Planning

Evaluating

Not considering
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Year (N=137)

56%
29%
4%
4%
M
7%
0% 20% 40% 60%
Percentage of Institutions
m 2005 2010
20



Enterprise
Directory

Enterprise Directory Approaches
(multiple responses allowed)

A network operating system approach was in the top three for all
Carnegie classes (<50% only for doctorals).

= Doctoral institutions (40%) were more likely than any other Carnegie
class (9%-33%) to approach ED as a stand-alone system using
commercial vendor software.

= Stand-alone, open-source ED systems were in the top three
approaches selected by doctoral (33%), BA-liberal arts (29%), and
other bachelor’s (9%) institutions.

= All classes but doctorals and BA-liberal arts institutions often (>20%)
selected “part of vendor-supplied application software (e.g., ERP)”
as a top-three approach.
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Stage of Implementation of Reduced or Single Sign-On

Reduced (N=323)

or

Single
Sign-On Fully operational

20%

|

Partially operational 31%

] I

Reduced or Single Sign-On:

= Half of respondents report at
least partially operational

Implementation is in progress 16%

. . Plan to start within the next 12
implementations of RSSO, R L E
= There was no significant -
; Planned, but won't start within the .
Change In Stage Of next 12 months - 7%

Implementation from 2005 to

2010. .
Currently evaluating - 12%

= Stage of implementation was
more advanced among larger
. . . Not considering
institutions and doctorals than F
among smaller, less complex
ones.

6%

1 1 1 J

0% 10% 20% 30% 40%

Percentage of Institutions
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Reduced

_Or Selection of Open-Source Software As an Approach to
S'ngle Reduced or Single Sign-on, by Carnegie Class (N=254,
Sign-On Excludes Respondents Not Considering RSSO)

DR 65%

= Open-source software such as
Kerberos, CAS, or PubCookie MA
was most frequently selected as
an RSSO approach (41.4%).

= Doctorals were most likely to
select open-source software as
an approach. BA Other

= Commercial vendor (e.g., RSA,
Aladdin) and homegrown
software were selected by about
a quarter of respondents.

39%

BA LA 29%

17%

AA 22%

|

0% 10% 20% 30% 40% 50% 60% 70%

Percentage of Institutions
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Role-Based
Authentication

Role-Based Authentication:

= Implementation activity
Increased from 2005 to
2010; FOIs more than
doubled.

= [n 2010 doctoral and
master’s institutions were
most likely to have FOls,
followed by associate’s and
then bachelor’s institutions.

= Stage of implementation
differed significantly but not
greatly with institution size.
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Stage of Implementation of Role-Based Authorization,
by Year (N=137)

Fully operational _ 4%
yop 10%

Implementing or partially
operational

33%
37%

|

19%

Planning 18%
(o]

|

. 34%
Evaluating 0%
(o]

|

11%

Not considering 15%
(o]

1

0% 10% 20% 30% 40%

Percentage of Institutions
m 2005 © 2010
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Role-Based Abilities of Institution's Role-Based Authorization
Authentication Environment (Partially or Fully Operational
Implementations Only)

Make decisions based on broad . ) )
affiliation classes (N=108) L i
= Where automated role-based .
; ; PR I Change privileges automatically
aUth_Orlzatlon IS N place’ Itis based on holder's attribute changes 14.0% 63.6%
applied most often for broad (N=107)
affiliation classes. I
.y . . . , Make decisions based on affiliation . ) )
= Ability of the institution’s role- class details (N=107) 15.9% 70.1%
based authentication i
en_v?ron.ment tO_ make Make decisions .based on group 30.5% 60.0%
privileging decisions based on membership (N=105)
fine-grained roles or affiliations ]
in all cases was seven times Provide workflow features (N=102) 56.9% 37.3% @
as common at public R | |

Institutions as private ones; no
other ability varied by

Carnegie class, institution size
or inStitUtiOnal COﬂthl Not at all In some cases M In all cases

0% 20% 40% 60% 80% 100%

Percentage of Institutions
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Federated
Identity

Federated Identity (FID)

= Doctoral institutions were
more than twice as likely as
other Carnegie classes to
have fully operational FID
solutions in place and were
much more likely to have
Implementations underway.

= 53% of respondents agreed
or strongly agreed that over
the next 12 months, demand
for cloud computing resources
would increase need for FID
services.
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Stage of Implementation of Federated Identity, by
Carnegie Class (N=268)

MA | 34% 30% 7] 19% | 10%
BA Liberal Arts _ 21% 44% 18%
BA Other _ 32% 44% 12%
AA _ 44% 33% 15%
0% 2(;% 4(;% 6(;% 8(;% 1olo%

Percentage of Institutions

Not considering

Currently evaluating

Planning
B Implementing or partially operational
B Fully operational



Top Motivators for Evaluation or Implementation of Federated
Identity (N=250, Up to Three Responses Allowed)

Federated
: Reduced/single sign-on within the o
Identlty institution 52%
Provide access to resources within college _ 48%
or university system/consortium °
Provide access to extra-institutional library _ o
resources 36%

+ A small majority of respondents e R 2/
included reduced/single sign-on benefits) [
within the institution among the Provide for extra-institutional research | o/
three they considered “primary.” Felehoretion

Enabl by ext I t
. Doctorals were the " stitationat resources NN 21%
Carnegie class least likely I

Provide access to extra-institutional
to |nCIUde thls motlvator but research tools/data resources _ 18%
were much more ||ke|y than Provide access to extra-institutional - 13%
. R H : [ (0]
others to include providing rewuctonalresources
-1 I I Provide fi tra-institutional collaborati o
for extra-institutional rovide for extra institutonal collaborative | R 150,
research collaboration. i
. . Provide access to extra-institutional student - 10%
L] Rela‘“vely feW |nC|uded service applications (e.g., travel, career) ?
enab“ng aCCessS to |nSt|tUt|0na| Meet mandated state/federal identity 9%
resources by external users. requirements F | | |

0% 20% 40% 60%
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KEY OUTCOMES
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OUTCOME: GETTING
EXPECTED VALUE FROM

IDM P ROJ ECTS Institution Is Getting Expected Value from Identity
Management Projects (N=226, Institutions
= Most institutions agreed they were Engaged In Projects)
getting the value they expected from 50%
|dM projects. 41%
= Among those that didn’t agree, the 40%

majority were neutral on the question
or didn’t know the answer.

= Only 8% of respondents disagreed
at some level.

= Mean agreement did not change
significantly between 2005 and

30%

20%

Percentage of Institutions

10%

2010. o

= In neither year dld mean agreement Strongly Agree Neutral Disagree Strongly Don't
did not vary significantly by Carnegie agree disagree  know
class, institution size, or institutional
control.
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OUTCOME: MEETING

EXPECTATIONS ABOUT

COST SAVI NGS FROM Meeting Expectations about Identifiable Cost

IDM PROJECTS Savings from ldentity Management Projects
(N=225, Institutions Engaged in Projects)

Nearly 1 institution in 5 didn’t know if 35% 33%

it had achieved cost savings from its
|dM projects.

= Just over 1 institution in 5 had
achieved cost savings from |dM
projects but many of those did not
expect more.

= Among those that had not achieved
savings, slightly more than half did

30%

25%

20%

15%

Percentage of Institutions

10%

not expect to do so. >%
Responses did not change 0%
significantly between 2005 and 2010. Have Have  Havenot Havenot Don'tknow
. . achieved achieved achieved achieved
In neither year did mean agreement and expect butdo not but expect and do not
did not vary significantly by Carnegie more  expect to expectto
. . . . . . . more
class, institution size, or institutional
control.
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OUTCOME: IDENTITY

MANAGEMENT Identity Management Capability Score, by Year
CAPABILITY SCORE 35%
To compare institutions, 30% | 2007

for each one, we
calculated its mean
reported capability to
deliver the 14 IdM
benefits; we called the
result the institution’s
“capability score.”

25%

20%

15% |

10% -

Percentage of Institutions

- o |
Capability score .
improved significantly o | T

between 2005 and 1-1.49 1.5-1.99 2-2.49 2.5-2.99 3-3.49 3.5-3.99 4-449 4.5-5
2010 Capability Score*

In neither year did
capability score vary
significantly by Carnegie
class, institution size, or
institutional control.
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*Scale: 1 = very low, 2 = low, 3 = medium, 4 = high, 5 = very high
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Capability

READINESS ACTIVITY Score
READINESS AND ot ——
onitoring a set o -relate :
IDM OUTCOMES o 0.8 point
= A number of IdM readiness Having IdM-related policies in place 0.5 point
activities are significantly .
associated with 1dM Documenting campus data :
) 0.5 point
capability score. custodians/owners
= Each appears to boost Providing for recovery of identity 0.5 point
capability score by between services in disaster recovery plan 2P
0.'2 anq 0.8 points on our Conducting an inventory of campus :
five-point scale. . e 0.4 point
identifiers
Conducting a risk assessment of data 0.4 point

access security and privacy practices
Providing sufficient resources for IdM 0.3 point

Developing a documented plan for
ldM

*Scale: 1 = very low, 2 = low, 3 = medium, 4 = high, 5 = very high

0.2 point
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