Privacy Protection and Compliance in Higher Education
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By Lauren Steinfeld and Kathleen Sutherland Archuleta

rivacy—and the loss of it—attracts attention. Few issues enjoy a
higher national profile. And in the growing list of data breaches
reported over the last year, the leading industry sector has
been higher education.! Colleges and universities now find
themselves in the spotlight as they grapple with an increasingly
complex legal and regulatory environment relating to informa-
tion privacy and security. It is not surprising, then, that a recent
survey of college and university attorneys identified the prolif-
eration of privacy regulations and technology to be among the
most important issues and trends emerging for higher educa-
tion in the next five to ten years.?
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Failure to implement an effective strat-
egy to ensure compliance with sweeping
new laws poses significant financial and
reputational risk—inviting additional
scrutiny from privacy advocates, the
plaintiffs’ bar, and government enforce-
ment agencies. To address this challenge,
institutions of higher education have
begun to look to the private sector for
lessons on creating comprehensive data
privacy programs that mitigate risk while
building trust with key stakeholders.

One fundamental lesson involves
leadership of institutional privacy ini-
tiatives. In 2001, the Wall Street Journal

reported that the new position of Chief
Privacy Officer, or CPO, was finding its
way into Fortune 500 companies’ IBM,
American Express, General Motors,
Eastman Kodak, Procter & Gamble, and
many other household corporate names
were beginning to focus on privacy and
to designate senior-level personnel to
champion and direct that focus.* At the
time, the International Association of Pri-
vacy Professionals (IAPP) had just been
formed to represent the emerging profes-
sion. Today, the TAPP has 2,600 members,
of whom 60-70 percent are practicing
privacy professionals. According to
Trevor Hughes, the executive director of
the TAPP: “Our membership has grown
so substantially because of the public
demands for strong privacy protection
and because of the demonstrated prog-
ress Chief Privacy Officers are making in
meeting those demands consistent with
their institutional priorities.”

As more organizations have recog-
nized the value of consolidating respon-
sibility for privacy in a single “point-
person,” certain themes can be gleaned
about the role of the CPO in any sort of
organization:
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m The CPO champions the issue of pri-
vacy within the organization.

m The CPO leads or monitors major
compliance initiatives around global,
federal, and local privacy laws.

m The CPO assists in assessing privacy-
related risks throughout the orga-
nization and promotes strategies to
mitigate these risks through the devel-
opment and implementation of infra-
structure, standards for the collection,
use, and sharing of personal informa-
tion, vendor requirements, training,
and other appropriate mechanisms.

m The CPO participates as a key team
member in responding to and man-
aging incidents resulting in the loss
or potential compromise of personal
data by the organization or its service
providers.

m The CPO serves as the organizational
point of contact for individuals, inter-
nally and externally, who have ques-
tions about privacy policies and prac-
tices, ranging from how to incorporate
appropriate privacy considerations
into new systems, programs, contracts,
and other initiatives, to how to opt
out of a certain program, to what the
organization’s position is on market-
ing uses of data.

The CPO in Higher Education

The robust privacy agenda being pur-
sued in the corporate arena and, more
recently, in government’ is gradually
tinding its way into the higher education
sector. With the growth of legislative and
stakeholder demands for responsible
information management, more colleges
and universities are appointing CPOs
to coordinate and guide privacy initia-
tives across the institution. Some would
say that it's about time.* The ethical
obligation of colleges and universities to
protect the personal information of their
many constituencies is no less than that
of any other business or governmental
entity, and campus privacy practices
should be as thoughtful and rigorous as
those in business and government.

Yet several distinctive features make
coordinated privacy protection particu-
larly challenging for the higher education
sector and create additional risk. First,
the types of constituents whose data are

collected go well beyond customers and
employees. Colleges and universities
collect data about students, faculty, staff,
alumni, research subjects, donors, library
patrons, retail customers, parents, board
members, patients, online visitors, con-
ference attendees, and others. Further, in
operating campus “micro-communities,’
colleges and universities provide a wide
variety of services including housing,
food, parking, retail stores, healthcare, IT
and telecommunications infrastructure,
legal, public safety, financial, construc-
tion, and cultural and athletic events—in
addition to the actual educational services
that are central to their mission. Each of
these functions carries with it particular
privacy risks, including compliance risks
associated with the numerous privacy
regulations that apply to specific activi-
ties or data.? When this volatile mixture is
placed in an environment characterized
by decentralized governance, indepen-
dent academic and research pursuits,
and distributed business processes, the
potential for significant risk to the enter-
prise is all too apparent.

Traditionally, higher education has
attempted to manage these risks through
targeted mitigation and compliance
initiatives. However, as institutions have
begun to adopt a “unified approach” to
information security;® they are also rec-
ognizing the value of an integrated pro-
gram around privacy protection with a
CPO at the helm. A number of organiza-
tions are adopting a comprehensive pri-
vacy strategy based on long-recognized
fair information practices.* Regardless
of the particular framework, a coordi-
nated approach to privacy protection
helps avoid duplication of effort, incon-
sistent policy, inefficient deployment of
technology, and compliance gaps that
can arise from a more distributed and
reactive model.

Although the specitic responsibilities
of each CPO vary by institution, the role
itself, properly designed, is critical. An
informal survey reveals the following
types of initiatives in which college and
university CPOs have played a leader-
ship role:

m Addressing compliance activities
around the Family Educational Rights



and Privacy Act (FERPA), including
notifying students of FERPA rights,
training faculty and staff on the ap-
propriate uses of student records, and
providing tools for students to consent
online and offline to sharing records
and to opting-out of sharing directory
information

Addressing compliance activities
around the Health Insurance Portabil-
ity and Accountability Act (HIPAA),
including developing policies and
procedures and related training for
handling information about patients
and research subjects

Developing strategies for reducing rep-
utational, operational, and other risks
related to the continued collection and
use of Social Security numbers
Educating students about how to use
credit responsibly and to minimize
the risk of identity theft, as well as
about the safety and professional risks
associated with certain online activi-
ties, such as posting to blogs and social
networking sites like Facebook and
MySpace.com

Developing consensus on the types of
faculty and staff contact information
that should be made available within

the institution and to the public and
incorporating these decisions into an
online directory project

Creating a methodology for “building
privacy” into new IT applications and
databases

Leading a compliance program re-
garding the Payment Card Industry
Data Security Standard (PCIDSS) to
protect sensitive cardholder data and
avoid significant monetary penalties
for noncompliance

Collaborating with other operational
units such as information security,
procurement, and legal counsel in
establishing vendor management pro-
grams and appropriate language for
contracts involving confidential data
Creating policies and procedures
regarding whether and when the in-
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stitution may monitor and/or access
the documents, e-mail, and voicemail
messages of faculty, staff, and students

m Developing procedures for the appro-
priate use of alumni data, including
the process for selecting and adminis-
tering partnerships with outside orga-
nizations offering services to alumni

m Creating a process and tool to facilitate
the posting of privacy policies on all
institutionally controlled Web sites

m Adoptingapolicyforthe use of closed-
circuit television cameras to record ac-
tivities of members of the community
for public-safety purposes

Key Elements for Success
The CPO cannot work alone to under-
take the kind of cross-functional initia-
tives and activities described above. The
nature, reach, and overall effectiveness
of any privacy program are influ-
enced by certain critical elements. An
institution’s willingness to provide key
“ingredients” will make the difference
between a successtul privacy program
and a well-intentioned but ultimately
feckless effort.

The first key ingredient for success
is, not surprisingly, visible and sustained

support from the top. As required for any
effective compliance initiative, executive
management—from the governing board
to the president and chancellors—must
have a clear understanding of the pro-
gram’s ultimate goals and must stand be-
hind them. Independent-minded, busy
people from academic or business units
may not be willing to set time aside to
reexamine privacy controls if the senior
leadership fails to demonstrate a firm
institutional commitment to responsible
information management and the value
of safeguarding individual privacy. This
support can take form in a variety of ways.
One example is a governing board resolu-
tion recognizing the importance of in-
formation privacy and security. Another
example is a media campaign for public
awareness of the appointment of the CPO

and of the creation of an institution-wide
privacy program. Public, senior-level
support can ensure strong credibility for
the initiative from the outset and can en-
ergize the campus community to actively
participate in the effort. Institutional
support can also be reflected in the allo-
cation of organizational resources to the
privacy program. Even the most earnest
public statement of support for the initia-
tive will ring hollow if the CPO has no
budget at his or her disposal to carry out
the necessary work.
Asecondimportantingredientforsuc-
cessisa CPO who possesses the necessary
skill set. Most CPOs have backgrounds in
privacy-related functions, such as legal,
public, or government affairs, marketing,
or information technology:? A solid grasp
of the laws that affect the institution’s
operations is certainly necessary. In late
2004, the TAPP established the Certified
Information Privacy Professional (CIPP)
credential, which many in the field have
obtained by participating in the training
and testing process administered by the
IAPP. According to the AICPA/CICA
“Roadmap for Protecting Privacy of Per-
sonal Information,” the privacy officer’s
effectiveness will depend largely on: (1) a

Even the most earnest public statement of support for the initiative will ring hollow if the CPO has no budget at
his or her disposal to carry out the necessary work.

broad understanding of how the organi-
zation works and its organizational cul-
ture, (2) a positive track record of working
with cross-functional teams, (3) strong
interpersonal, communications, and
leadership skills, and (4) technical savvy
about data management and computer
systems.®

In addition, the CPO should be placed
appropriately in the organizational struc-
ture so that his or her scope of authority is
sufficiently strong and broad in reach to
allow the CPO to be effective.* According
to one study, 82 percent of privacy officers
report directly to senior officials. A more
recent benchmark study indicates that
almost half of appointed privacy leaders
report to senior executives at the C-level
(e.g., CEO, COO, CFO, CRO)." In higher
education, CPOs tend to report to the



legal, internal audit, compliance, provost,
or risk-management functions.

Perhaps the most significant success
factor for a CPO is effective outreach and
collaboration, on several fronts. Strategic
partnerships are important to under-
standing and prioritizing issues for the
institutional privacy initiative. Key part-
ners include the following:

m System and campus compliance and
information security officers

m Campus and unit-based privacy

coordinators

Legal counsel

Internal audit department

IT services units

Provost’s office

Registrar’s office

Government relations

Law enforcement

Human resources

Communications/public relations

Facilities and emergency management

operations

m Marketing and alumni relations/
development

m Procurement services

m Members of the executive manage-
ment team

In addition to setting the privacy
agenda, collaboration is necessary for
implementation activities. New privacy-

driven information systems will not get
built without the participation of the IT
organization. Notices of FERPA rights
will not be distributed without the en-
gagement of the registrar. Contracts will
notinclude necessary language concern-
ing the privacy and security of sensitive
information without the assistance of
legal counsel and procurement services.
The list goes on.

Collaboration is also necessary to im-
plement certain initiatives, such as train-
ing and awareness or risk-assessment
programs, that must be carried out at
a local level. Establishing a distributed
network of privacy liaisons in major orga-
nizational units can provide an effective
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answer to the challenge of one centrally
placed individual or office attempting
to “make privacy protection happen”
throughout the institution. In fact, a re-
cent benchmark study of corporate pri-
vacy practices revealed that 93 percent
of respondents have a cross-functional
committee to manage privacy initiatives,
with 70 percent of these companies ap-
pointing their designated privacy leader
(CPO) to chair this committee.

One collaborative relationship is so
important that it deserves special atten-
tion: the partnership between the CPO
and the Chief Security Officer (CSO).
A brief discussion of the relationship
between “privacy” and “security” is war-
ranted here. The terms are often used
interchangeably in discussions of data
protection, and some say that you can't
have the former without the latter. How-
ever, there is a distinction between the
two frequently complementary, interde-
pendent principles. For organizations
like colleges and universities, privacy
involves the policies, procedures, and
other controls that determine which
personal information is collected, how it
is used, with whom it is shared, and how
individuals who are the subject of that
information are informed and involved
in this process. These are the funda-
mental privacy principles that a robust
privacy program should be designed to

address, under the direction of the CPO.

Information security, on the other
hand, includes the process of protecting
data from accidental or intentional mis-
use by people inside or outside the orga-
nization. Although information security
is by no means strictly a technical prob-
lem, its technical aspects (e.g., firewalls,
encryption) are important. Accordingly,
an organization’s CSO is charged with
establishing standards to ensure the in-
tegrity and security of sensitive data, at
restand in transit.

The relationship between the CPO
and the CSO is critical when privacy and
security initiatives reinforce one another.
Examples are abundant and include the

following: conducting inventories and
mapping personal information data
flows; educating the community about
appropriate steps to safeguard confiden-
tial data; developing a risk-assessment
process to determine the adequacy of
administrative, technical, and physical
data-protection measures; and adopting
and applying incident-response proce-
dures when personal data are involved.
The collaboration is equally important
when privacy and security interests are
at odds, such as in programs designed
to collect sensitive personal data in the
name of public safety or information
security. In these cases, “bringing privacy
in” can help identify opportunities to be
less intrusive, to orient communications
to address privacy concerns, or to other-
wise reflect privacy values in a program
designed to meet broader institutional
interests.

Conclusion

Privacy management is an essential
component in any organization’s overall
effort to manage information respon-
sibly. In higher education, that effort is
uniquely challenging. The success of an
institution’s privacy program depends
on senior management support, the skill
set and organizational placement of the
CPO or other privacy professional, stra-
tegic partnerships, and collaboration.

The success of an institution's privacy program depends on senior management support, the skill set and organizational
placement of the CPO or other privacy professional, strategic partnerships, and collaboration.

With these in place, colleges and univer-
sities can align the value of responsible
privacy protection with other institu-
tional priorities.

A privacy program can be based
merely on complying with applicable
laws, but such a compliance model is
the least mature in the range of privacy
program models.” To be sure, achieving
and maintaining such compliance is
no small feat, especially in the diverse,
decentralized higher education envi-
ronment. But colleges and universities
owe more to their constituents—many
of whom are particularly vulnerable
due to their youth or health status and
many of whom have little choice but to



entrust the institution with their most
sensitive personal information. Indeed,
college and university constituents are
demanding more every day. The case for
the appointment of the Chief Privacy
Officer to meet these demands in higher
education has never been stronger than
itis today. €
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