10

rotecting the critical infrastruc-

ture of our country is essential to

the preservation of our lives as

we now live them. My personal

interest in this area began some-
what serendipitously, following a meet-
ing with one of our faculty members at
James Madison University (JMU). I was
intrigued with the work he was conduct-
ing on information security. The subject
seemed like a natural fit for our new
College of Integrated Science and
Technology.

So I became a “champion” for our ef-
forts in information assurance. I learned
what I could, but perhaps most impor-
tant, I provided encouragement, some
additional resources, and visibility for the
program. I began to envision that JMU
might play a significant role in the na-
tion's efforts against cyber-terrorism
when, in January 2000, I stood in the
White House Rose Garden as President
Bill Clinton signed the “National Plan for
Information Systems Protection: An Invi-
tation to Dialogue”” Then came the tragic
events of September 11, which still haunt
us all. JMU lost several talented alumni
on that day, and I know the same can be
said for many other institutions.

Though the 9/11 attack was a physical
assault, it was at least partially attributa-
ble to imperfections in security systems.
In addition, cyber-attacks occur every
day. These attacks, not necessarily from
terrorists, are designed to detect system
vulnerabilities, to acquire or destroy in-
formation, and to delay access. Clearly, as
scholars, researchers, and educators,
those of us in higher education have a key
role to play in helping to promote a se-
cure environment for our businesses, our
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government, our public institutions, and
our families.

As auniversity president, I have awak-
ened to a new reality. The time has come
for leaders in higher education to recog-
nize and creatively respond to the oppor-
tunity and realities of protecting the na-
tional critical infrastructure. To do this
effectively, the academy must embrace
and implement a vision that is truly inter-
disciplinary in program development
and deployment, balances basic research
with applied research and integrates this
vision into the curriculum, facilitates
technology transfer, is engaged through
strategic alliances and collaborative
efforts, and balances public interest/
national security with individual rights.

Leaders model the way. When my fa-
ther, a bogey golfer, taught me to play the
game, he often said: “Do as I say, not as I
do?” That won’t work in information secu-
rity. Leaders must have credibility, and
that comes from first taking care of busi-
ness at home. We must all become much
more vigilant in the provision of secure
systems, in intrusion detection, in rapid
response, and especially in education. We
must practice, teach, and infuse all as-
pects of security into our campus lives.
The goal is to go beyond reasonable pol-
icy and precaution and to assist students
and others in the development of what
are now essential life skills. We must chal-
lenge faculty to move from gaining sim-
ple literacy about information assurance
to understanding and communicating
the necessity and use of information as-
surance in students’ personal and profes-
sional lives.

Information security is no longer a
field of study isolated to the computer

science department. The need for the un-
derstanding and study of information se-
curity is pervasive across all academic
fields. Political science students need to
study the power and influence of infor-
mation dominance in today’s political en-
vironments. Business students must
study and learn how to treat information
security as an integral part of, indeed
even anew line of, business.

In addition, college faculty members
working in information assurance have a
new task in their already overburdened
lives: informing and educating adminis-
trators and other faculty about the need
for fundamental precautions as well as
new institutional policies and practices.
For example, at JMU a universal informa-
tion security awareness program has
been putin place. Students, staff, and fac-
ulty must proceed through a tutorial/
quiz to obtain or change a password. The
experience is totally online; it is not oner-
ous, but it does require that attention be
devoted to information ownership, man-
agement, and protection issues. How
many colleges and universities have
something similar in place?

Achieving a balanced, university-wide
approach to solving the information as-
surance challenge is critical when some
researchers are conducting only basic re-
search and others are linked to the private
sector through applied research. Too
much isolationism or too much commer-
cialism will doom information security
efforts. This isnot to say that the results of
research and development are mis-
guided; it simply underlines the need for
a balanced approach to the information
assurance challenge for the academy.
Some researchers should be encouraged
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to link up with the private sector—but not
all of them.

In addition to the dilemma of balanc-
ing basic and applied research, there is
the question of the structure of academic
programs and the focus on pedagogy in
the academy. These factors have a direct
effect on information security through
the quality of the labor pool working on
the problem and the related research
activities of institutions. But without
leadership—particularly presidential
leadership—there will be no reconceptu-
alization of how academic curricula and
programs need to be developed. The tra-
ditional organizational structure and ap-
proach of higher education encourage
small-scale, programmatic innovation
along the fringes, such as incremental
modifications of existing major pro-
grams. We are doing better, but if the
academy is to make a difference in the in-
formation assurance arena, it must bring
about systems-level, paradigm-shifting
curricular reforms. We must focus on
programs, not academic units, and on
pedagogy driven by solving problems
through research.

Task forces and interdisciplinary
teams designed to collaboratively exam-
ine threats and opportunities should be
used creatively and strategically. Any op-
portunity that facilitates interaction be-
tween people who do not traditionally

communicate should be pursued. In
their well-intended zeal to establish an
information security profession or disci-
pline, colleges should not close the door
to political scientists, lawyers, mathe-
maticians, psychologists, and business
faculty, who have so much to offer.

Carefully crafted and flexible em-
ployment contracts and faculty activity
plans that focus energies on mission-
supporting activities can also be useful in
achieving an effective systems-level inter-
vention. Senior administrators may need
to step in when the traditional reward
structures leading to promotion, tenure,
and improved compensation do not
function effectively in today’s environ-
ment. Within higher education, we must
stop talking about collaboration and start
practicing it. Collaboration is hard and
often inconvenient. It requires give as
well as take.

Higher education mustalso do a better
job of setting strategic priorities and
must, through negotiation, establish an
improved plan for who will do what. Col-
lege presidents and faculty may have to
surrender some of their traditional free-
dom to pursue research and instruction
as they like and instead consider who will
contribute the individual components of
an integrated solution to information
assurarnce.

We also need to admit that this three-
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legged stool of government, higher educa-
tion, and business is a bit wobbly. Exam-
ples of higher education and business
working together do come to mind fre-
quently. Likewise, government and the
private sector have come together, espe-
cially after September 11, in discussing the
need for a commitment to security in
technology products. But there are few
examples of the three sectors joining to
provide solutions to information assur-
ance needs. That can—and must—happen.

Finally, we have an obligation to con-
sider the balance of public interests and
security with privacy and individual
rights. When feeling threatened, Ameri-
cans have been willing to give up some
personal freedoms over the past half-
century. For example, my parents grew up
inarural society in which doors to homes
were locked only when residents were
away for summer vacation. Keys were left
in auto ignitions overnight, and no one
gave a thought to walking alone. But
times and conditions change, and now
my parents’ grandchildren always secure
the home and the car and would never
think about being out alone late at night.
Similarly, in an earlier time, information
security precautions might have been
thought of as intrusions into personal
freedoms, but in today’s environment of
terrorist threats, they are as sensible as
locking the door at night. Opinion polls
after the 9/11 attacks have suggested that
the public is willing to trade some civic
liberties for more personal security:.

This willingness must be approached
cautiously, however. As the president of
an institution named for one of our
Founding Fathers, I believe the words of
James Madison are instructive: “As a man
is said to have right to his property, he
may be equally said to have a property in
his rights. Where an excess of power pre-
vails, property of no sort is duly re-
spected. No man is safe in his opinions,
his person, his faculties, or his posses-
sions” We need all of the resources of the
higher education academy to achieve this
difficult legal, technologi-
cal, and policy balance.

Dr. Linwood H. Rose is President of
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Infrastructure Advisory Committee.
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