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rian Ristuccia walked the fine

line of ethical conduct in expos-
ing a security flaw on the New
York University (NYU) Web site.
According to Ristuccia, in De-
cember 2003 he attempted to notify the
university administration that it had in-
advertently left students’ personal infor-
mation exposed. After receiving no re-
sponse, he took that data—including
Social Security numbers—and posted it
on his own Web site. NYU then reported
to 1,800 students that the security of their
personal data had been compromised.
Ristuccia followed the pattern of
many hackers who test their computer
skills by looking for security flaws on the
Internet, often on corporate or college
and university Web sites. Acceptable
practice within the hacker community al-
lows for the public exposure of such
flaws only after the organization at fault
has been given the opportunity to re-
spond by solving the problem. Whether
Ristuccia acted honorably is subject to
debate. He was among a minority who, in
similar situations, have chosen to publi-
cize the private information, but his easy
access to the information was certainly
not a unique situation. In recent months,
students’ private information held in col-
lege and university databases has been
compromised and exposed time and
again, a type of incident that is bound to
increase as more information becomes
digitized. For example, in January 2004,
the University of Georgia discovered that
hackers had broken into a server contain-
ing information about applicants for ad-
mission over the past few years; the data
included Social Security numbers, birth
dates, and credit card information. And in
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2003, someone stole personal informa-
tion regarding more than 50,000 current
and former students, faculty members,
and staff at the University of Texas at
Austin.

Of more concern than the break-ins
themselves is the ease with which hackers
can use such information to steal the
identities of members of the campus
community. Identity theft is one of the
fastest-growing crimes in the country, and
those committing the crime often need
little more than aname and a Social Secu-
rity number.' Additional details, like date
of birth, remove any barriers to the use of
someone else’s information. During 2003,
the Federal Trade Commission (FTC) re-
ceived nearly 215,000 reports of identity
theft, up from 162,000 in the previous
year. Identity theft represented 42 per-
cent of all complaints received by the
FTC, reflecting a growing trend.

Personally identifiable information,
once stolen, can be used to apply for
credit cards and benefits under the guise
of another person’s name. Not all identity
theft is committed online; in fact, the eas-
iest way to obtain such information re-
mains going through the trash to look for
bank statements, credit card offers, and
receipts. But hackers who break into
databases can steal thousands of sets of
information at once, which they may use
over the course of years. And once some-
one’s credit has been ruined by a thief, a
great deal of time and effort is generally
needed to clear it. Doing so currently re-
quires the involvement of law enforce-
ment agencies, credit reporting bureaus,
and the federal government.

Not all of the identity theft cases re-
ported to the FTC in 2003 originated in

college or university communities, but
identity theft is of growing concern in
those areas because many academic in-
stitutions use Social Security numbers as
student ID numbers. Students, many of
whom are in charge of their finances for
the first time in their lives, are also less
likely to be aware of what information is
acceptable to give out and are less likely
to notice if that information has been
misused.

Inresponse to these problems, federal
agencies have posted resources, some
aimed specifically at campuses, for help-
ing victims of identity theft. The U.S. De-
partment of Education’s identity theft
Web site (http://www.ed.gov/about/
offices/list/oig/misused/idtheft.html) fo-
cuses on educating students about the
risks they face. It notes that nearly half of
all college students receive credit card ap-
plications daily or weekly, most of which
are thrown out without first being shred-
ded; about one-third of students rarely
reconcile credit card and checking ac-
count balances; and half of students have
had grades posted by Social Security
number.

To combat the problem on alegislative
level, in 2003 Congress passed the Fair
and Accurate Credit Transactions Act
(FACT Act), alaw designed to make it eas-
ier for individuals to clear their records
after their identities have been stolen and
harder for businesses to use personally
identifiable information in insecure
ways. The FACT Act, which became law
on December 4, 2003, amended the Fair
Credit Reporting Act “to enhance the
ability of consumers to combat identity
theft, to increase the accuracy of con-
sumer reports, and to allow consumers to
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exercise greater control regarding the
type and amount of marketing solicita-
tions they receive In practice, it allows
individuals to get free annual copies of
their credit histories, creates a national
fraud-detection system so that victims of
identity theft do not have to notify each
credit bureau separately, and requires
businesses to hide Social Security num-
bers and portions of credit card numbers
onreceipts.

The act does not specifically address
the use of personally identifiable in-
formation by academic institutions.

Common uses for Social Security num-
bers in such settings are as student ID
numbers or as identifiers used by profes-
sors to match students to grades received
in a class. As in the University of Texas
case, institutions often do not store per-
sonally identifiable information sepa-
rately from other data that could be used,
in combination with this information, to
steal a person’s identity.

On the state level, several legislatures
have passed or are debating bills requir-
ing that colleges and universities discon-
tinue the use of Social Security numbers
as student ID numbers. For example,
while the University of Texas was em-
broiled in controversy surrounding its
data-protection practices, the Texas State
Legislature was considering such a mea-
sure. The bill, which remained in com-
mittee at the end of the legislative session,
prohibited the use of four or more con-
secutive digits of a Social Security num-
ber as a student ID. It also would have

prevented institutions from using that
number on ID cards or library cards, from
requiring that students transmit Social
Security numbers by telephone or Inter-
net without encryption, from posting So-
cial Security numbers in public places,
and from using Social Security numbers
ininformation mailed to students.?

The Florida State Legislature is cur-
rently debating a similar bill. States that
have already passed laws prohibiting or
limiting the use of Social Security num-
bers as student identifiers include New
York, Washington, Arizona, and Califor-
nia. The California law, passed
in September 2003, was part of
an extensive bill aimed at com-
bating identity theft in both the
commercial and the public sec-
tors. On a staggered schedule
between 2004 and 2007, Cali-
fornia universities, colleges,
and community colleges, as
well as the California Student
Aid Commission, will be re-
quired to limit the use of Social
Security numbers as student
identifiers.

Institutions that have been
hit with hacking or data-theft
incidents have responded in
various ways. Many have
posted reports about the inci-
dents on their Web sites, sometimes out-
lining how they are working to prevent
similar breaches in the future. Georgia
Tech—which had its event ticket-ordering
database broken into in 2003, resulting in
the theft of names, addresses, and credit
card numbers—passed along information
about the incident to the credit bureaus
and law enforcement authorities. Admin-
istrators also removed the server in ques-
tion from the network so that no further
data could be taken.

By and large, colleges and universities
are unable to determine whether stolen
information will ever be misused. The in-
cident at NYU was unique because the
perpetrator publicized the fact that he
had obtained personal information and
because he attached his name to the act.
In most cases, the only thing that aca-
demic institutions can do is warn stu-
dents to keep an eye out for suspicious
activity on their credit card or bank ac-
count statements. Sites put up in re-

sponse to a security incident often in-
clude resources for students who may|
have had theiridentities stolen, including
contact information for the major credit
bureaus. The FTC, like the Department of
Education, also has on its Web site
(http://www.consumer.gov/idtheft/) de-
tailed information about how to deal with
identity-theft incidents.

NYU handled its incident by notifying
students whose information had been
compromised, but just one month later, a
student discovered that personal data
about another 2,000 students, faculty,
and staff members was publicly available
inadifferent context. It was only after this
second incident that the administration
started to take a closer look at several
campus Web sites to see how they pro-
tected private data. One additional site
was found to have security issues and was
shut down.*

Although it is virtually impossible for
administrators to keep track of the spe-
cific information on every Web page that
is part of a college or university network,
they can combat identity theft by educat-
ing students to watch out for itand by im-
plementing proper security on the net-
work. The number of cases of identity
theft reported to the federal government
has been doubling every year. The prob-
lem will not go away on its own.
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