
A
fter over a dozen years of fol-
lowing the literature regard-
ing online teaching and sev-
eral years of using courseware
to supplement face-to-face

teaching, this semester I am teaching my
first fully online class—and there was a
surprise. Half a dozen names of people
who are not students and who were com-
pletely unknown to me showed up on the
class roster. Some of those names I was
able to remove from the course, but oth-
ers I could not. Several weeks after raising
this issue with the technology staff at my
university, many of those names were still
there. The fact that these “mystery” peo-
ple were not in the earlier courses for
which the Web site served as enrich-
ment, in online classes of two in-
dividuals for whom I did peer
teaching reviews this semester,
or in the administrative Web
site set up to serve multiple de-
partmental purposes using the
same courseware has made it harder
to accept some of the justifications
I’ve been offered for their presence
in my class. (But I’d like to compliment
the CIO and his staff at the University of
Wisconsin–Milwaukee for their willing-
ness to explore what is going on and to
struggle with the issues I’m raising here.)

Though there have always been times
when individuals who are neither stu-
dents nor part of the instruction staff are
present in the face-to-face classroom, not
once in twenty years of teaching have I
had to ask: “Who are all these people, and
what are they doing in my classroom?”
Why is the question worth asking? The
presence in the online classroom of indi-
viduals who are not students, are not in-

volved with instruction, and are not
guests invited for specific purposes raises
several potential problems. The word po-
tential is emphasized here because none
of these issues have yet been problematic
in my experience or in the experience of
anyone with whom I’ve spoken about the

issue. But opportunities that are available
are options that can ultimately be taken. 

Two important potential problems are
the invasion of privacy and the chilling of
classroom debate.

■ Invasion of privacy: Privacy laws restrict
who has access to personal data about
students and for what purposes. Yet
one of the ways in which the digital
classroom differs from face-to-face
classes is that the virtual space com-
bines activities that are physically sep-
arated otherwise. Most faculty mem-
bers do not carry gradebooks and
other personal information about stu-
dents into the classroom; if they do,

those materials are physically under
the control of the instructor and

not open to inspection by anyone
else without the instructor ’s
knowledge and permission. In
online courseware, digital stu-
dent records can be maintained
not only for students’ grades but

for everything a student writes
within the course, such as papers

and chat conversations. Do any of the
mystery people have illegal access to
these student records maintained
within the courseware? If so, are they
aware of the law and their legal obliga-
tions? Should the institution be per-
mitting this type of illegal access to
data? 

■ Chilling of classroom debate. In my opin-
ion, an even more important potential
problem involves the possibility that
the presence of mystery people in the
online classroom could chill class-
room debate; students might be fear-
ful about who could be “listening in”
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by reading student posts. Many of us
who are passionate about teaching do
so in part because the classroom is one
of the few remaining U.S. spaces that
operate as a public sphere. The class-
room is a venue for public discussion
about matters of shared concern—a
place in which all perspectives are
welcomed and encouraged. In the
1970s, explicit attention was directed
to the requirement that professors
protect the confidentiality of any con-
versation taking place within the class-
room.1 The concern is just as salient, if
not more so, today: those responsible
for the Department of Homeland Se-
curity have suggested that expressing
concern over civil liberties may be
suspect; a federal law requires the
monitoring of courses dealing with in-
ternational content; at the state level,
legislation has been proposed requir-
ing examination of the political views
of public college and university fac-
ulty; and the proposed Total Informa-
tion Awareness (TIA) program of
society-wide informants is still a pos-
sibility. My “Human Communication
and Technology” class has much more
to do with new types of information
work and the impact of print on West-
ern civilization than with anything
political, but this question must be
raised on behalf of all of us in higher
education. Constitutional law pro-
vides numerous support systems for
colleges and universities that take ad-
vantage of digital technologies to sig-
nificantly transform what they do and
how they do it,2 but constitutional
protections for civil liberties still
apply.

The mystery students raise other is-
sues and potential problems. The pres-
ence of nonstudents on the course Web
site could distort grade statistics (at least
in my class, none of the mystery people
are taking tests or doing assignments,
which is dragging down average grades).
Students with access to course Web sites
could find answers to test questions and
thus have an unfair advantage should
they take online classes in the future. In
addition, and significantly, there is no way
of knowing if other individuals whose
names do not appear on the class roster or

among those who can take tests are also
observing the site, unobserved.

I’m told by the technical staff at my in-
stitution that there are three different
groups of individuals who might show up
as mystery people: (1) students working as
staff at the university’s technology help
desk; (2) full-time university staff; and (3)
employees of the courseware company.
The recommended actions for addressing
the potential problems take different
forms for each group:

1. Place contractual limitations on access and
use. Employment and sales contracts
provide points of leverage to protect
the privacy and confidentiality of the
online classroom. Employees of a soft-
ware provider may request access to
uses of their software, but such access
need not be granted. At my university,
all access by those outside the institu-
tion comes through university staff
and must be justified by task-specific
needs. Employment contracts with
both full-time staff and part-time stu-
dent staff can include provisions stat-
ing that invasion of privacy and moni-
toring of content for any reason are
firing offenses.

2. Place technical limitations on access and use.
Some institutions—at least some of the
time—limit access to specific course
Web sites for technical purposes to
half an hour at a time and to the per-
formance of a specific and specified
task. Record-keeping and monitoring
of such access can help ensure that
this practice is consistently followed. 

3. Require privacy and confidentiality training.
Anyone who has access to student
records and materials in any form
should undergo privacy training that
culminates in an explicit and knowing
commitment to abide by privacy law.
Educating staff about the importance
of confidentiality must build on statu-
tory law to include basic constitutional
principles as well as ethical concerns.

4. Provide segregated access to software for
training purposes: To ensure that help-
desk staff have enough experience
with courseware to be able to assist
those who need help, a training-
specific Web site should be set up.
Such a Web site should be maintained
over time as a place where help-desk

staff can experiment with different
courseware features and be kept up-
to-date on courseware features.

5. Implement access processes that include the
instructor: Just as instructors are told
ahead of time when service personnel
will need to be in a face-to-face class-
room, so they should be informed
ahead of time when technical person-
nel need to enter a course Web site. In-
structors should also be told why peo-
ple are visiting the site and what they
are trying to accomplish there. For any
other visitor, instructors should be
given an opp or tunity to decide
whether or not the visitor is welcome
during a given time period.

In sum, the concerns expressed here
are in part prudential and in part a matter
of appearance (a “fence around the law” to
prevent even the perception that abuse
might take place). They do, however, re-
spond to the empirical and political reali-
ties of the current environment. Do I think
any nonstudent cares about what we’re
discussing in my undergraduate course
“Human Communication and Technol-
ogy” at the University of Wisconsin–
Milwaukee? No. Do I believe any nonstu-
dent has observed the class or has ac-
cessed student records inappropriately?
No. But is it possible that the presence of
mystery people in the online classroom
might chill classroom debate or invade
privacy in the future? Yes. Like software,
content can be hacked, and sometimes
hackers walk in the front door.
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