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A Framework for IT |

olleges and universities often

engage in policy development

to come into compliance with

external mandates such as new

federal or state laws and regula-
tions. Occasionally, institutional policies
are established because of internal busi-
ness needs. However, few institutions fol-
low a consistent process when a new pol-
icy need arises, and even fewer have
considered a framework that should
guide the results.

The Association for College and Uni-
versity Policy Administrators has devel-
oped a Policy Development Process with Best
Practices (http://www.umd.edu/ACUPA/
projects/process/). Some of the most im-
portant decisions get made during the
“predevelopment” phase, which includes
identifying issues, establishing owner-
ship, determining policy path, and as-
sembling the drafting committee. There
is a tendency for legal compliance and
concerns for institutional liability to drive
the process, cloud the issues, and unduly
influence results. A legalistic approach to
policy development may stifle creativity
and emphasize “doing things right” as op-
posed to “doing the right thing” There-
fore, colleges and universities should
adopt a more holistic framework that
takes into account considerations of law,
values, ethics, and morality.

Law

It would be unwise to ignore the legal
context in which college and university
policies operate. There is considerable ju-
risprudence about the application of
constitutional principles in the higher
education setting. Additionally, federal
and state statutes and regulations dictate
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requirements for colleges and universi-
ties and often provide specific guidance
on the elements that a policy should con-
tain. Educational environments are in-
creasingly regulated and operate within a
society that is litigious. Consequently, lia-
bility may result from the absence of ap-
propriate policies and procedures or
from failure to follow policies and adhere
to necessary standards of care.

Anumber of legal and compliance is-
sues affect the use of information tech-
nology in colleges and universities. The
Digital Millennium Copyright Act of
1988 (http://www.educause.cdu/issues/
issue.asp?issue=dmca) and the provisions
that provide “limitations on liability relat-
ing to material online” sparked policy re-
views and resulted in fine-tuning of insti-
tutional procedures for responding to
complaints of copyright infringement.
The Health Insurance Portability and Ac-
countability Act of 1996 (http://www
.educause.edu/issues/issue.asp?issue=
hipaa) provoked a number of compliance
activities, including the designation of
privacy officers, the notification of pri-
vacy practices, and a host of new institu-
tional policies and procedures. The Safe-
guards Rule of the Gramm-Leach-Bliley
Act of 1999 (http://www.educause.edu/
issues/issue.asprissue=glb) stimulated
security risk assessments and the formal-
ization of IT security programs to protect
financial information. Of course, pre-
venting copyright infringement, protect-
ing health information, and safeguarding
financial information are arguably prac-
tices that colleges and universities should
have putin place without being required
to do so by law or regulation. Nonethe-
less, many institutions are now forced

into a compliance mode and were unable
to head off further regulation because
they had not voluntarily taken on the task
of developing policies that might support
the values, ethics, or moral standards that
are characteristic of institutions of higher
education.

Values

Colleges and universities embrace values
that are important to the academy. All de-
cisions that affect institutional gover-
nance and operations should be driven
by those values. Institutions of higher
education are characterized by a commit-
ment to shared governance, academic
freedom, safety and security of commu-
nity members, and respect for individual
privacy. Unfortunately, legal mandates do
not always reflect what experts might de-
termine to be the best way to address spe-
cific problems. Therefore, whenever pos-
sible, institutions should insert their own
judgment and expertise, consistent with
legal requirements, but they should be
careful not to relinquish or compromise
important academic values.

Historically, one of the least regulated
areas of American society has been the es-
tablishment of national standards for pri-
vacy. Although this is quickly changing,
colleges and universities still have a great
deal of latitude to make choices about how
much or how little privacy to atford indi-
viduals. For example, the report Privacy
and the Handling of Student Information in the
Electronic Networked Environments of Colleges
and Universities (http://www.educause
.edu/ir/library/pdf/PUB3102.pdf) identi-
fies the privacy challenges and opportu-
nities of technology advances, presents a
set of primary principles that underlie fair
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information practices, and recommends a
process whereby a full spectrum of cam-
pus constituencies can be involved in dis-
cussions that will lead to a better under-
standing of campus culture and values
with regard to these principles. Another,
more recent report, Principles to Guide Efforts
to Improve Computer and Network Security for
Higher Education (http://www.educause
.eduy/ir/library/pdf/SEC0310.pdf), de-
scribes higher education values and offers
principles to serve as a starting point for
campus discussions regarding computer
and network security.

Ethics

Implicit in an approach predicated upon
“doing the right thing” is the considera-
tion of ethical judgments of “right” and
“wrong.” A sense of ethics can guide us
when laws are absent or when laws are
silent on particularissues or when discre-
tion is allowed. The insertion of ethics
has been particularly useful in the field of
information technology because the law
has not evolved or matured to a stage suf-
ficient to address all of the potential
abuses. However, if colleges and universi-
ties are too slow to act or if they refuse to
do “the right thing” the result can be leg-
islative solutions that are often bureau-
cratic and usually undesirable.

Policies and practices that are based
on ethical principles also afford greater
flexibility and permit educational inter-
ventions that are sometimes impeded by
legalistic or compliance-driven policies.
Ethical decisions are typically not self-
serving but instead consider what is best
for the community rather than the indi-
vidual. When it comes to policy enforce-
ment, engaging students or employees in
aconversation that measures their behav-
ior against community standards or ethi-
cal norms can be instructional. Addition-
ally, policies that are grounded in ethical
principles help students and employees
to become better citizens.

The advent of acceptable use policies
(AUPs) in the mid-1990s provides an ex-
cellent illustration of how ethics or con-
siderations of “netiquette” can influence
campus policies. Although AUPs often
contained provisions that prohibited il-
legal conduct, there was a great deal of
uncertainty in the beginning about how
existing criminal and civil laws would
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Law
Constitution, federal and
state laws, liability

Values
academic freedom,
safety and security,
privacy
Ethics
netiquette,
acceptable/ Morality
responsible obscenity, pornography,
behavior indecency, religious views

be applied to cyberspace. Additionally,
efforts to develop new laws specifically
designed to regulate Internet use (e.g.,
the Communications Decency Act of
1996) were overturned by courts or were
considered too controversial to become
law. Therefore, campus policies tended
to appeal to “cthical” and “responsible”
use. For example, AUPs described com-
puting resources as “shared resources”
and encouraged community members
not to use more than their fair share or to
unreasonably interfere with others’ use
of limited resources. The “Primary Prin-
ciples” section of the University of Mary-
land Guidelines for the Acceptable Use of
Computing Resources states: “Concomitant
with free expression are personal obliga-
tions of each member of our community
to use computing resources responsibly,
ethically, and in a manner which accords
both with the law and the rights of oth-
ers. The campus depends first upon a
spirit of mutual respect and cooperation
to create and maintain an open commu-
nity of responsible users” (http://www
.umd.edu/aug).

Morality

A number of private colleges and univer-
sities have religious ties or traditions.
Therefore, some decisions regarding in-
stitutional policies may have moral di-
mensions. Although ethics is sometimes
described as a “moral philosophy,” moral-
ity extends the concept to include judg-
ment of the goodness or badness of
human action and character. Morality is
often associated with institutions that
hold their members to a higher standard
than necessary according to the law or to

the values or ethics of society at large—
usually holding them accountable to
some higher authority.

Some of the most difficult areas to reg-
ulate or control on the Internet concern
sexually explicit content. The presence of
material that is indecent, obscene, porno-
graphic, and offensive continues to be
troubling to many and poses puzzling
public-policy issues. Although colleges
and universities are under obligations to
prevent sexual harassment and prevent
hostile educational or working environ-
ments, they must also consider the coun-
tervailing claims of academic freedom
and free speech. State colleges and uni-
versities are legally obligated to uphold
the First Amendment and are often
caught in the middle of contentious bat-
tles over policy and practice. Somewhat
immune from legal and constitutional
considerations, private institutions, par-
ticularly religiously affiliated colleges
and universities, are able to invoke moral
grounds for preventing the use of the In-
ternet to display or distribute sexually ex-
plicit content. Although blocking such
use conflicts with important values such
as academic freedom, this type of action
is a plausible consideration for institu-
tional policy and practice.

A Holistic Approach

Policy development is too important to
leave to lawyers. The risks are too great to
trust the vagaries of shared governance
processes and autonomous faculty mem-
bers or students. The growth of informa-
tion technology use on campus is exercis-
ing institutional policies in new ways.
The demand for new or revised policies
and procedures atfords colleges and uni-
versities a new opportunity to think
holistically about policy development. A
framework that considers law, values,
ethics, and morality, combined with a
process that is inclusive and comprehen-
sive, affords higher education the greatest
chance of developing IT policies that will
achieve the purpose for which they are
intended.
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